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1.
System Overview.

The QLS broker is a middleware application designed to enable integration of the De Montfort University (DMU) Managed Learning Environment (MLE) with the institution’s QLS Student Records System.  The model used, shown below in figure 1.1, provides a mechanism for giving the authorised MLE user - a DMU student - secure access to data held on QLS about themselves, their course, selected modules, faculty, assessments and fees.


Figure 1.1 – Outline of MLE-QLS integration model.

The above diagram gives a broad outline of how the QLS broker application integrates the MLE with QLS.  This model is based around a set of pre-defined searches that the broker can run against the QLS database to retrieve different information depending on which MLE web page the student wants to look at.  When the user requests a page on the MLE that requires QLS data, a data request message is sent from the MLE to the broker containing the number of the search to be run.  The specified search is then run as an SQL query against the QLS database, with the resultant data being parsed and packaged into a message and returned to the MLE for displaying to the user.  The searches, together with the XML messages that form the communications between the MLE and the broker, are all defined in a bespoke MLE-QLS messaging protocol, described in section 4.  A more technical model describing the various components in greater detail and how they are located in relation to the University’s network can be found in section 2.

This approach to integrating the MLE with QLS has the advantage that it gives the user secure and controlled access to QLS data in a seamless way; the user doesn’t have to remember a separate user name and password in order to connect to and retrieve data from this resource.  Also, the scope of the broker can easily be extended to search other, similar, institutional administrative databases, and is portable enough to be implemented into other MLE-type environments.  The scalability and portability of the application is discussed further in section 6.

2.
Technical Architecture.

Figure 2.1 below takes the basic outline of the MLE-QLS integration model illustrated previously in figure 1.1 and extends it to show the technical detail of this architecture.
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Figure 2.1 – Technical architecture of the MLE-QLS integration model.
The following describes the stages involved in a typical broker transaction that occurs when a user requests a page in the MLE that contains data from QLS:


1.
A user, logged into the MLE, requests a page that displays QLS data.

2.
A QLS data request message is sent from the MLE web server to a dedicated port on a server on the secure DMU admin network, where it is received by the thin client broker application.  The message conforms to a bespoke MLE-QLS protocol and typically contains three main parameters: a unique session identifier for the transaction, the number of a pre-defined search to be run against the QLS database and the unique QLS identifier of the student for whom the data is required.  The full list of searches that are available can be found in section 4.

All communications between the MLE web server and the admin-networked server on which the broker is hosted are carried out over an encrypted SSL connection using point-to-point firewall rules.  Section 3 discusses the configuration of the application and SSL connection.

3.
Once received by the broker, the message’s structure and content is validated against an external XSD schema file, which enforces the MLE-QLS protocol.  If the message does not conform to the schema then it is not a valid data request message, in which case a diagnostic message is returned to the web server explaining what the error in the original message was.  Message validation is covered in more detail in section 4.2.

4.
If the message received by the broker is valid, the requested search is run as one or more SQL queries against the QLS database.  The actual number of queries needed to extract all of the relevant data depends on the complexity of the search.  The queries used are described in detail in section 5.  The records retrieved by the search are then parsed and packaged into MLE-QLS protocol compliant XML format and returned over the SSL connection to the MLE web server, where the student data is formatted as HTML and displayed to the user.

The broker uses an external configuration database for specifying system settings such as the particular version of the QLS database to connect to, the QLS login credentials, the port on which to communicate with the MLE web server, the name of the XSD message validation schema file to use, etc.  The separating of such settings from the broker’s code increases the portability of the application.  Section 3 lists the system settings that can be modified.

3.
Application set-up and configuration.

The QLS broker is a middleware application hosted by a machine acting as a gateway between an MLE or VLE and an institutional QLS student record system (see figure 3.1).  The recommended architecture for hosting the application is a server running the Microsoft NT Server 4.0 operating system.  This is the architecture currently being used with the application at DMU, although the middleware has also been tested and found to operate successfully on Windows 95, 98 and NT workstations.
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Figure 3.1 – Outline of MLE-QLS integration architecture.

Whichever architecture is chosen on which to run the application, the host machine must obviously be located in a position on the institution’s network where it can communicate with both the MLE and QLS.  Therefore before the application is installed, the channels of communication between the host and both of these systems needs to be established, which requires the following:

· A port on the application’s host machine dedicated solely for MLE to QLS broker communications.

At DMU, this host machine is separated from the MLE web server by an internal network firewall, which is configured to only allow communication between these two machines using a single, specific port on each.

· An SQL Server user account in the QLS database, with read-only level permissions required on the tables used by the broker (see section 5.2.1).  The login credentials (username and password) for this account are used by the broker to connect to the student records system.

3.1
Data Encryption.

A secure connection for transmitting information between the MLE web server and the middleware (and in DMU’s case, between a secure and non-secure network) is achieved using SSL encryption.  A separate, freeware program called Stunnel provides this encryption.  Stunnel is available for both UNIX and Windows operating systems and allows a standard TCP/IP port-to-port connection to be encrypted using SSL without requiring any modifications to an application’s source code.  Stunnel is not a complete product in that it requires an SSL library in order for it to be compiled.  In our application, Stunnel is used with the OpenSSL library OpenSSL v0.9.6b, whose licensing is similarly liberal to that of Stunnel.  More details about Stunnel and OpenSSL can be found at www.stunnel.org and www.openssl.org respectively.

3.2
Installation Files.
The following lists shows the various files required by the broker that need to be present on the machine that is hosting the application.  The first list shows those files that should be kept together in the application’s working directory, whilst the second describes files that should be copied into host machine’s ‘system’ directory.

Files to be installed in application’s working directory.

File
Description

appBrokerLive.exe
QLS broker application

Config.mdb
Access 2000 application settings database

Requests.xsd
XSD schema used by the broker to validate messages received

appBrokerStartup.exe
Broker and SSL tunnel initiation application.  Program contains the file name of the program to be run (e.g. appBrokerLive.exe)

stunnel.exe
SSL encryption program (compiled with OpenSSL v0.9.6b SSL library)

stunnel.pem
Authentication certificate used by stunnel

stunnel_startup.cmd
Command-line script to run stunnel program

Files to be installed in host machine’s ‘system’ directory (e.g. C:\Winnt\System32\).

File
Description

mswinsck.ocx
ActiveX TCP/IP socket control

msvbvm60.dll
Microsoft Visual Basic 6.0 runtime library

msxml4.dll
Microsoft XML parser v4.0

msxml4a.dll
Microsoft XML parser v4.0 extension file

msxml4r.dll
Microsoft XML parser v4.0 extension file

libeay32.dll
SSL library

libeay32.dll.asc
SSL library

libssl32.dll
SSL library

libssl32.dll.asc
SSL library

In addition to being copied onto the application’s host machine, the XML parser files also need to be manually registered on the machine.  This is done using regsvr32.exe, which is a program used to register dynamic-link libraries (.dll files) and ActiveX controls (.ocx files) in the registry.  Regsvr32.exe is usually included with Windows, but if absent on the host machine this program can be downloaded from the Microsoft Product Support Services website at http://support.microsoft.com/.  The files can be registered by opening a command prompt, navigating to the directory in which the broker is installed and typing the following:

C:\Winnt\System32\regsvr32.exe msxml4.dll

C:\Windows\System32\regsvr32.exe msxml4a.dll (Win98 machines only)

C:\Windows\System32\regsvr32.exe msxml4r.dll (Win98 machines only)

All other ‘system’ files are registered automatically by the application’s setup program.  Instructions for installing the application are detailed in appendix A.

3.3
Configuration.

The Config.mdb file specifies system configuration settings for a single broker application or a number of brokers (see 3.4.1 – Running Multiple Application Versions).  This file is an Access 97 database that consists of the following four tables listed below, all of which need to be manually populated when the application is installed.  A data dictionary showing the configuration database’s fields in more detail together with its inter-table relationships, can be found in appendix B.

Databases.

This table contains a list of all the databases that the broker can access.

Field
Description
Example Data

DatabaseID
Unique database identifier.
1

Name
SQL Server name of the database.
live_qlsdat

Source
Name of the server on which the database is installed.
Server1

UserID
User name used by the broker to connect to the database.
User1

Password
Password used by the broker to connect to the database.
qlslogin

Description
Descriptive database name.
QLS Live

Provider
The database provider being used to connect to the database.
SQLOLEDB

BrokerTypes.

These are the different versions of the broker that are available.  For example, in a multi-broker system, both live and test versions of the broker may exist, but operating on different ports.  Another example where multiple types of broker might be specified is in a situation where two different brokers are running on the same machine but are connecting to different databases.

Field
Description
Example Data

ID
Unique broker type identifier.
1

Type
Type of broker.
Live

SSLTunnelName
Title of the SSL tunnel file used with this type of broker.
mle_stunnel_live

SSLTunnelStartupFile
Name of the file used to initiate the SSL tunnel for this type of broker.
stunnel_startup_live.cmd

BrokerHosts.

The machines on which the broker is installed.

Field
Description
Example Data

IP
IP address of application’s host machine.
146.227.155.159

Name
Host machine name.
Server2

Description
Host machine description.
WinNT server

IMSResponseDTDFile
File name of DTD to be specified in broker’s IMS formatted responses.
ims-ep01.dtd

RequestSchemaFile
File name of XSD schema used to validate messages received by broker.
Requests.xsd

BrokerVisible
Flags whether the application is ‘visible’ to users of its host machine.
True

MaxConnections
Maximum number of clients that can be connected to the broker simultaneously.
15

Brokers.

This table stores details about which types of broker are installed on which machines.

Field
Description
Example Data

HostIP
IP address of application’s host machine.
146.227.155.159

BrokerID
Identifies the type of broker.
1

LocalPort
The port on the host machine on which the broker ‘listens’ for messages.
7450

DatabaseID
Identifies the database to access.
1

ResponseDTDFile
File name of DTD to be specified in broker’s standard responses.
search.dtd

BrokerClients.

This table stores, for each broker installation, the IP addresses of the machines that are valid sources from which the broker can accept messages.

Field
Description
Example Data

HostIP
IP address of application’s host machine.
146.227.155.159

BrokerID
Unique broker type identifier.
1

ClientIP
IP address of client machine.
146.227.195.89

Clients.

The machines from which brokers can receive messages.

Field
Description
Example Data

ClientIP
IP address of client machine.
146.227.195.89

Name
Client machine name.
Client1

Description
Client machine description.
UNIX server.

The broker’s associated Stunnel program is initiated from within a separate command script, ‘SSL Tunnel Startup File’, which is called from within the broker itself.  Stunnel operates with the broker using two ports on the host machine – an encrypted port and an unencrypted port (see figure 3.3).  









Figure 3.3 – Message flow between SSL connection and broker application.
Messages received on the encrypted port (port 1) via the SSL connection to the client machine are decrypted by Stunnel and forwarded on to the unencrypted port (port 2) where the message is interpreted by the broker.  This is how Stunnel can provide secure data encryption without any modifications being made to the broker.  Similarly, messages generated by the broker are outputted to port 2, forwarded by Stunnel to port 1, encrypted, and then transmitted back to the client.

The Stunnel startup file contains a call to the Stunnel program specifying the IP address of the host machine and the two ports used for encrypted and decrypted messages.

e.g.

stunnel -d 146.227.55.57:9520 -r 146.227.55.57:9540

The above command-line instruction runs Stunnel using port 9520 on machine IP 146.227.55.57 as the SSL encrypted port, with received messages being decrypted and passed to port 9540 on the same machine.  The ‘Local Port’ configuration setting should therefore be set to the unencrypted port (e.g. 9540), as it is this port on which the broker will listen for messages.

The broker can also operate without using Stunnel; if SSL encryption is not required for client-broker communications, the ‘SSL Tunnel Name’ and ‘SSL Tunnel Startup File’ fields can be left blank.  

3.3.1
Changing the configuration file’s structure.

When the broker is started-up, an SQL query is run against the configuration database to extract the parameters that are required by the application.  This SQL is stored in the configuration database as the query BrokerSettings.  A relational database is used to store the application’s configuration settings so that different parameters can be attributed to different parts of the system.  The databases’ tables group parameters into those that relate to the databases being connected to (Databases table), the types of broker (BrokerTypes), host machines (BrokerHosts) and actual broker installations (Brokers).  For example, the RequestSchemaFile field, which gives the file name of the XSD schema used to validate received messages, can be found in the BrokerHosts table.  Therefore all brokers installed on a particular machine have to use the same schema file.  If we wanted to allow each broker instance to use a different schema file, the RequestSchemaFile field could be moved into the Brokers table.  All that would then be required is a slight modification to the BrokerSettings query used to retrieve the application’s parameters, whereby the table in which the RequestSchemaFile is located would need to be changed from BrokerHosts to Brokers.

3.4
Running the application.

After the application’s configuration settings have been set, the broker is ready to be started.  This is achieved by running the broker’s initiation program, appBrokerStartupLive.exe, which simply runs an application (appBrokerLive.exe) specified in its source code.  If the appBrokerLive.exe file is renamed, then the reference to appBrokerLive.exe in the startup application’s source code will need to be modified and the startup application re-compiled.  The broker’s initiation program is closed once the broker has been loaded, and is used to prevent a blank MS-DOS prompt from being displayed on the screen, which occurs if a Visual Basic program is scheduled on a server.  Scheduling the broker to run automatically is the recommended way to start the application since it enables the broker to be initiated without any manual intervention and makes it more invisible to users.

Once the broker is started, any associated Stunnel program specified in the configuration settings will be initiated automatically.  If Stunnel is being used, the broker checks every 30 seconds to ensure that this program is running and will restart Stunnel if for any reason it’s not working.  The broker will continue to run until the application is closed from within the Windows Task Manager (see figure 3.4).
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Figure 3.4 – Broker and Stunnel applications running in Windows Task Manager.

3.4.1
Running Multiple Application Versions.
The application configuration file can be altered to enable different versions of the broker to run on the same machine using different ports.  For example, ‘live’ and ‘test’ brokers could be set-up, or a machine could host multiple brokers connected to different databases.  The following steps describe how to install a ‘test’ broker on a machine on which a ‘live’ broker is already running (see appendix A for step-by-step instructions of how to install a single broker).  The two versions will be identical in that they will have the same machine-dependent settings and will connect to the same database using the same login credentials; the difference being that they will communicate with external clients via different ports.

1.
Add the second type of broker to the configuration file’s BrokerTypes table.


e.g.

ID
Type
SSLTunnelName
SSLTunnelStartupFile

1
Live
mle_stunnel_live
stunnel_startup_live.cmd

2
Test
mle_stunnel_test
stunnel_startup_test.cmd

2.
Add data for the ‘test’ broker to the Brokers table.


e.g.

HostIP
BrokerID
LocalPort
DatabaseID
ResponseDTDFile

146.227.155.159
1
7450
1
search.dtd

146.227.155.159
2
8100
1
search.dtd

3.
Change the ‘broker type’ parameter in the application’s source code from ‘live’ to ‘test’.


i.e.


Public Const gBROKER_TYPE As String = "Test" 

4.
Change the application’s title.  This is the name that will appear in the Windows Task Manager when the application is running.
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5.
Re-compile the application and name the executable file something different to the ‘live’ broker e.g. appBrokerTest.exe.

6.
A second copy of the broker initiation file now needs to be made, so that this program can be used to startup the new broker.  In the initiation program’s source code, the parameter that specifies which application to run needs to be modified.

i.e.


Const APP_NAME As String = "appBrokerTest.exe"

7.
Re-compile the broker initiation program and name the executable file something different to the ‘live’ broker’s startup program e.g. appBrokerStartupTest.exe.

The ‘test’ broker’s newly created initiation program can now used to run the new ‘test’ version of 

the broker in the same environment as the ‘live’ version.

4.
Interacting with the application.
4.1
Messaging protocols.

4.1.1
MLE-QLS protocol.

All communication between the MLE web server and the QLS broker application is carried out using XML messages that conform to a bespoke MLE-QLS protocol (current version 0.3g).  There are three distinct types of messages used:

· Search requests.

· Responses to valid search requests.

· Diagnostic responses to invalid search requests.

Search Requests.

These are the messages sent from the MLE web server to the broker to invoke a QLS search each time the user requests a page on the MLE that requires data from QLS to be displayed.

The format of an example search request message is shown below:

<MLE>



<SEARCHREQUEST>




<SESSIONID>76021</SESSIONID>




<SEARCHNUMBER>1.00</SEARCHNUMBER>




<PARAMETERS>





<QLSID>ABC12345678</QLSID>





<SECOND>second parameter</SECOND>





<THIRD>third parameter</THIRD>




</PARAMETERS>



</SEARCHREQUEST>

</MLE>

Element descriptions:

<SESSIONID>
-
A unique session identifier for the transaction.

<SEARCHNUMBER>
-
The number of the pre-defined QLS search to be run.  The digits after the decimal point indicate the version of the search.

<PARAMETERS>
-
Criteria to restrict the search.  For example, the <QLSID> parameter holds the unique student QLS identifier, ensuring that only data for this student is queried.  Other parameters could be included to search for data relating to a particular course or year of study.  Only certain parameters are allowed for each search.

Responses to valid search requests.

Once a search request has been successfully validated by the broker, the requested search is run against the QLS database and the resultant data packaged into a response message and returned to the MLE web server for presentation to the user.

The format of an example search response message is shown below:

<?xml version=”1.0” ?>

<!DOCTYPE MLE SYSTEM “search.dtd”>

<MLE>



<SEARCHRESPONSE>




<SESSIONID>76021</SESSIONID>




<SEARCHNUMBER>1.00</SEARCHNUMBER>




<DATA>





<FORENAME>Joe</FORENAME>





<SURNAME>Bloggs</SURNAME>





<BIRTHDATE>19/01/75</BIRTHDATE>




</DATA>



</SEARCHRESPONSE>

</MLE>
All of the data extracted from QLS by the search is contained within the <DATA> section of the response.  The <SESSIONID> matches the response to it’s corresponding search request, whilst the <SEARCHNUMBER> is included just for debugging purposes.

Diagnostic responses to invalid search requests.

If a search request is unsuccessfully validated by the broker, or if an error occurs whilst the broker is processing the request, a diagnostic message is returned to the MLE web server describing the exception that occurred.

The format of an example diagnostic search response message is shown below:

<?xml version=”1.0” ?>

<!DOCTYPE MLE SYSTEM “search.dtd”>

<MLE>



<SEARCHRESPONSE>




<SESSIONID>76021</SESSIONID>




<SEARCHNUMBER>1.00</SEARCHNUMBER>




<DIAGNOSTIC>





<DIAGNOSTICCODE>100</DIAGNOSTICCODE>

<DIAGNOSTICMESSAGE>Some Error 

Message</DIAGNOSTICMESSAGE>




</DIAGNOSTIC>



</SEARCHRESPONSE>


</MLE>

Diagnostic responses have the same format as standard search responses but with the <DATA> section replaced by a <DIAGNOSTIC> section detailing why the data request could not be completed.

4.1.2
IMS Enterprise.

The IMS Enterprise information model is a specification that describes a standard structure for exchanging records relating to people and groups between systems within an organisation or enterprise.  To support this standard, and thereby increasing the MLE’s interoperability with other systems, two searches have been included in the MLE-QLS protocol to retrieve QLS data and transform it into an Enterprise compliant format.

These searches are:

Search No. 100.00 – IMS formatted student course and module data.

Search No. 101.00 – IMS formatted student biographical and address data.

Search No. 102.00 – IMS formatted student assessment data.

Although the response messages produced by these IMS searches use Enterprise XML, the search request messages that invoke them follow the same structure as those used for the standard searches, the only difference being that the search number is set as 100.00, 101.00 or 102.00 to indicate that an IMS search is required.  Example response messages for the two IMS searches defined in the MLE-QLS protocol are shown in appendix A.

4.2
Message Validation.
Messages received by the broker from its connected clients are validated to ensure that they are correctly formed data requests that conform to the MLE-QLS messaging protocol.  The broker achieves this by using the Microsoft XML Parser to check the content and structure of the messages against a pre-defined XSD schema document Requests.xsd, the content of which can be seen in appendix C.  The location of the schema file used can be specified in the configuration database (see section 3.3).  The schema is editable, therefore allowing requests for additional database searches to be included and validated.  Modifying the schema will require the broker to be re-started since the schema file is loaded into the application on startup.

If the broker receives a message that doesn’t conform to the schema, a diagnostic message is returned to the originating client describing why the message could not be validated.   Possible diagnostic responses are listed in the MLE-QLS protocol document.

4.3
Usage Scenarios.
The QLS broker middleware will normally be used within an MLE/VLE type environment to provide student data to a program running on a web server, or other machine, which will process the data and transform it into a suitable format for displaying to the user.  The two screenshots below show how student data provided by the broker has been incorporated into the DMU MLE’s ‘Module Information’ and ‘Biographical Details’ screens:
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Figure 4.3a – Student course and module information displayed in the MLE.
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Figure 4.3b – Student biographical information displayed in the MLE.

4.4
Example client program.

Provided with the broker is a simple example client program which can be used to connect to, send queries and generally test the broker in the environment in which it has been installed.  Two versions of the program are included: appClient.exe, which can be used with a broker that isn’t using an SSL tunnel, and appClientSSL.exe, which is the SSL version.  The interfaces of both client versions are illustrated below:
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Figure 4.4a – Sample client program not using SSL encryption
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Figure 4.4b – Sample client program using SSL encryption

As the previous screenshots show, the interfaces for the two versions of the client program are very similar.  The only major difference, apart from the message encryption, is that the client that doesn’t use SSL uses multiple sockets and so can therefore have multiple connections to a broker open simultaneously, whereas the SSL tool can only have one broker connection open at a time.  The maximum number of connections and the socket on which to send a particular query can be specified in the ‘Maximum Connections’ and ‘Socket’ fields.

To send a query to the broker using the example client program:

1.
Select the IP address of the machine on which the broker is running and enter the number of the port on which the broker is expecting to receive messages.

2.
Click ‘Connect’ to connect to the specified remote host.  A message informing the user as to whether a successful connection has been made will be displayed in the ‘Messages’ box.  For the client not using SSL, clicking ‘Connect’ again opens another connection to the broker.  The connection on which the query is to be sent can be selected via the ‘Socket’ combo-box.

3.
Enter the search parameters for the query.  The MLE-QLS protocol document and the message validation schema shown in appendix D describe these parameters and what their permitted values are.  Selecting a search from the ‘Search ID’ combo-box will highlight on the interface those parameters required by the selected search.

4.
Click ‘Send’ to send the query to the broker.  After a few moments a message box should appear showing the broker’s response, which will either be a message containing the requested student data or a diagnostic message explaining why the query could not be processed.

5.
The broker’s response message can be saved to an external file by entering a file name and path in the ‘Output File’ field and clicking the ‘Validate’ button, allowing the user to validate the XML.

6.
Further queries can now be sent to the broker.

5.
QLS Integration.
Once a message received by the broker has been validated as a genuine QLS data request, the application can then make a connection to QLS and go about retrieving the required student data and returning it to the requesting client.

5.1
Connecting to QLS.

Connections to QLS are made only after a received message has been validated by the broker, and are closed as soon as the required data from QLS has been retrieved.  This ensures that database connections are open for shortest possible time, maximising the efficiency of both the broker application and the open database connection on the QLS server.

As mentioned in section 3, the broker’s configuration database is used to hold the credentials required to connect to the QLS database.  To re-iterate, these parameters are stored in the Databases table and are:

Field
Description
Example Data

DatabaseID
Unique database identifier.
1

Name
SQL Server name of the database.
live_qlsdat

Source
Name of the server on which the database is installed.
Server1

UserID
User name used by the broker to connect to the database.
User1

Password
Password used by the broker to connect to the database.
qlslogin

Description
Descriptive database name.
QLS Live

Provider
The database provider being used to connect to the database.
SQLOLEDB

For SQL server databases such as QLS, connections are made using ADO (ActiveX Data Objects) through the SQLOLEDB database provider.

If for any reason a QLS connection cannot be made, a diagnostic message in the form described by the MLE-QLS protocol will be compiled and sent to the client that made the original data request.  A client can test the accessibility of the QLS database by sending a data request message to the broker with the Search ID parameter set to 0.  The broker will then attempt to make a QLS connection and return to the client a response indicating whether or not a connection could be made.

5.2
Retrieving data from QLS.

5.2.1
QLS tables and fields.

With a QLS connection having been successfully opened, the broker can now search the database for the student data requested by the client.  Each of the searches specified in the MLE-QLS protocol has a pre-defined SQL query associated with it.  The broker checks the Search ID parameter contained within the data request message and runs the corresponding query.  The SQL used for each of the searches is listed in appendix D.

The following shows the QLS tables and fields that form the queries used in each of the main searches defined by the MLE-QLS protocol.  The names of the XML tags used in the search’s responses messages are listed together with the table and fields from which that tag’s data is derived.

Search 2 (General Student Info, Name & Faculty).

Tag
Table
Field

<QLSID>
stmgcode
student_id

<IMG_POINTER>
stmpict
picture

<FACULTY_CODE>
stmbiogr
dept_code

<FACULTY_NAME>
strdeprt
description

<STUDENT_NAME>
stmbiogr
forename



surname

Search 3 (Enrolled Modules).

Tag
Table
Field

<PROG_CODE>
stmaosx
aos_code

<PROG_DESC>
stcsessd
full_desc

<PROG_STAGE>
stsadstm
description

<STUDY_MODE>
stmaos
attend_mode

<AWARD_CODE>
stmaos
award_code

<PROG_START_DATE>
stmisrqa
start_date

<PROG_FINISH_DATE>
stmisrqa
end_date

<AOS_YEAR>
stmaosx
aos_year

<AOS_PERIOD>
stmaosx
aos_period

<SEMESTER_NO>
stmaos
aos_period

<LEVEL_CODE>
stmaos
procd_link

<MODULE_CODE>
stmaos
aos_code

<MODULE_DESC>
stcaostd
description


stcsessd
full_desc

<MODULE_STAGE>
stcadstm
description

<MODULE_CREDITS_AVAILABLE>
stcasdet
credit_num

Search 4 (Biographical and Address Details).

Tag
Table
Field

<TITLE>
stmbiogr
title

<BIRTH_DATE>
stmbiogr
birth_dt

<GENDER>
stmbiogr
gender

<EMERGENCY_CONTACT>
stmbiogr
emergency_contact

<UK_RESIDENT>
stmbiogr
ukresdnt_yn

<NATIONALITY>
stmbiogr
nation_cd

<COUNTRY_OF_DOMICILE>
stmbiogr
domicile_cd

<ETHNIC_ORIGIN>
stmbiogr
origin_code

<LEA>
stsxorgs
orgn_name

<SOURCE>
stmbiogr
source

<REGISTERED_DISABLED>
stmbiogr
disability_1

<DISABILITY>
stmbiogr
disability_2

<APPL_DATE>
stmbiogr
appl_date

<ENROL_DATE>
stmbiogr
enrolled_dt

<STUDENT_STATUS>
stmbiogr
student_status

<FACULTY>
faculty
description

<CAMPUS>
campus
campusname

<H_ROOM_NUMBER>
stmadres
room_number

<H_ADD_1>
stmadres
add_1

<H_ADD_2>
stmadres
add_2

<H_ADD_3>
stmadres
add_3

<H_ADD_4>
stmadres
add_4

<H_POST_CODE>
stmadres
post_code

<H_TEL_NO>
stmadres
tele_no

<H_ALT_TEL_NO>
stmadres
alt_tele_no

<T_ROOM_NUMBER>
stmadres
room_number

<T_ADD_1>
stmadres
add_1

<T_ADD_2>
stmadres
add_2

<T_ADD_3>
stmadres
add_3

<T_ADD_4>
stmadres
add_4

<T_POST_CODE>
stmadres
post_code

<T_TEL_NO>
stmadres
tele_no

<T_ALT_TEL_NO>
stmadres
alt_tele_no

Search 5 (Assessments).

Tag
Table
Field

<PROG_CODE>
stmaos
aos_code

<PROG_DESC>
stcsessd
full_desc

<LEVEL_CODE>
stmaos
aos_period

<SESSION>
stmaos
rprocd_link

<SEMESTER>
stmaos
aos_period

<MODULE_CODE>
stmaos
aos_code

<MODULE_DESC>
stcaostd
description


stcsessd
full_desc

<MODULE_CREDITS_AWARDED>
stacredt
tot_credits

<GRADE>
stahemog
final_grade


stahemog
orig_grade

<SESSION>
stmaos
acad_period

<PROGRESSION_CODE>
staprgrs
progression_code

<PROGRESSION_DECISION>
stafrpcd
full_desc

<PROGRESSION_TEXT>
staprgrs
progression_text

<PROGRESSION_DATE>
staprgrs
progression_date

Search 6 (Module Assessment Components).

Tag
Table
Field

<MODULE_CODE>
stmaos
aos_code

<SESSION>
stmaos
rprocd_link

<SEMESTER>
stmaos
aos_period

<RESIT_ATTEMPT>
stahemog
resit_att

<MODULE_GRADE>
stahestr
final_grade


stahestr
orig_grade

<MODULE_OUTCOME>
stahemog
final_grade


stahemog
orig_grade


stacredt
tot_credits

<ASSESSMENT_ID>
stahestr
assessment_id

<ASSESSMENT_DESC>
staheass
description

<WEIGHTING>
stahelnk
weighting_factor

<RESULT>
stahestr
grade


stahestr
override_grade


stahestr
mark

5.2.2
Assessment data integrity.

Searches 5 and 6 involve retrieving data from QLS relating to student assessments, including details about module grades, credits awarded, progression decisions, etc.  Through an MLE, students could be given the ability to view this potentially sensitive information given that direct, online access to QLS has not previously been available to them.  It is therefore important that not only is such information presented to students in a secure way, but also that the results they see are accurately obtained from the database, particularly as most of the result data returned by the two searches is derived from a number of different fields.  To ensure the integrity of the assessment details retrieved, the module grade, module outcome and module component results are determined by the broker using exactly the same algorithms as used in the reporting software that produces the University’s official student assessment reports.  These algorithms, showing the QLS fields used, are described in pseudo-code below:

Module Grades.

The algorithm shown below is that used to derive the module grade values used in the <GRADE> tag in search 5 and the <MODULE_GRADE> tag in search 6.  

IF stahestr.final_grade exists THEN


Module grade = stahestr.final_grade

ELSE


IF stahestr.orig_grade exists THEN



Module grade= stahestr.orig_grade


ELSE



Module grade is left blank


END IF

END IF

In QLS, a module has an associated original grade and final grade.  If a final grade has been entered then this becomes the overall module grade, otherwise the original grade is used.

Module Outcomes.

IF no Module Grade exists then


Module Outcome is left blank

ELSE IF Module Grade = “F” THEN


Module Outcome = “Fail”

ELSE IF Module Grade = “S” THEN


Module Outcome = “Defer”

ELSE IF Module Grade = “U” THEN


Module Outcome = Module Credits Awarded

ELSE


Module Outcome = “Pass” & Module Credits Awarded

END IF

Module Component Results.

This algorithm determines the result of an individual component that makes up the assessment for a module, such a piece of coursework, a phase test or an exam.

IF Module Component Override Grade exists THEN


Module Component Result = Module Component Override Grade

ELSE IF Module Grade exists THEN


Module Component Result = Module Component Grade

ELSE


If no Module Component Mark exists THEN



Module Component Result is left blank


ELSE IF Module Component Mark = 0 THEN



Module Component Result = 0


ELSE

Module Component Result = Module Component Mark (rounded to nearest 

whole number)


END IF

END IF

6.
Application scalability and portability.

The architecture used to integrate the MLE with QLS has been designed so that it can easily be extended to provide integration with other DMU administrative systems.  Furthermore, the QLS broker application can connect to any accessible SQL database that allows ADO/ODBC connectivity.

The application is generic enough to be used by developers who want to implement this type of middleware into their own MLE/VLE type environments.  This is supported by the use of widely recognised standards such as XML, IMS and SQL.  The files required to install the broker are described in section 3 together with instructions on how to configure the application.  In future, portability could be improved by allowing new SQL searches and field mappings to XML elements to be specified in the application’s external configuration file.  At present, new searches can only be added by modifying the application’s source code, which is listed in appendix E.

Appendix A - Instructions for setting-up and running the application.

The following instructions describe how to set-up and run the ‘live’ version QLS broker application (appBrokerLive.exe).  An explanation of how to install different versions of this program is given in section 3.4.1.

1.
In the case of most broker installations, the application will be installed on a different machine to the Student Records System (SRS) and the clients, using an architecture similar to that described in section 2.  Before installing the application it should be ensured that the configuration of the network allows the clients to connect to the application’s host machine and that the application’s host machine can access the SRS.

2.
Install the application and it’s associated files from the setup.exe program contained on the installation disks or CD.

Note:
During the setup procedure, two messages may appear informing that the files msxml4a.dll and msxml4r.dll could not be registered properly.  These messages should be ignored if the machine is not Win98 since these files are only required by this O.S.  If the machine is Win98 then these files need to be manually registered (see Troubleshooting section).

3.
Navigate to the directory in which the application has been installed and add system settings to the configuration database (Config.mdb).  The password for this file is ‘le1sure’.  Full descriptions of the database’s tables and fields together with example data can be found in section 3.3.

a)
Ensure that valid login credentials and other details about the database being connected to are present in the Databases table.


b)
Add details about the application’s host machine to the BrokerHosts table.

c)
Record data about the broker, which port it’s using to communicate with clients, etc, in the Brokers table.

d)
Ensure that the IP addresses of the client machines that will be connecting to the broker are present in both the Clients and BrokerClients tables.

e)
If an SSL tunnel is being used for data transfer between the broker and its clients, complete the SSLTunnelName and SSLTunnelStartupFile fields of the BrokerTypes table for the ‘live’ broker.

4.
If an SSL tunnel is being used, open the file ssl_tunnel_live.cmd and modify the IP address to the IP address of the host machine and the ports to the ports that are used by the SSL tunnel and the application to receive encrypted and decrypted messages.

5.
Run the application’s initiation file appBrokerStartupLive.exe to load the application.

Troubleshooting.

1.
SSL tunnel program not running.


The broker should automatically initiate its SSL tunnel but occasionally this doesn’t happen, in which case the broker should be closed and the SSL tunnel program (ssl_tunnel_live.cmd) started manually before re-starting the broker.

2.
XML parser not registered correctly.


Manually register the Microsoft XML parser (MSXML4).  Before this, you will need to unregister any previously installed versions of the MSXML parser.  These can be found by searching the machine’s ‘system’ directory for files beginning with”msxml”.

If any versions of the parser (other than the newly installed MSXML4) are found, these can be unregistered as follows:

e.g. unregistering the MSXML3 parser.

Type the following at the command-prompt:

C:\Winnt\System32\regsvr32.exe –u msxml3.dll


The new version of the parser can now be registered.


e.g. 

C:\Winnt\System32\regsvr32.exe msxml4.dll

C:\Windows\System32\regsvr32.exe msxml4a.dll (Win98 machines only)

C:\Windows\System32\regsvr32.exe msxml4r.dll (Win98 machines only)

Appendix B – System configuration settings database structure.

Tables.

The following provides a data dictionary of all the tables existing in the broker application’s configuration settings database (config.mdb).  Example data for all of the fields can be found in section 3.3.

Table:
BrokerClients

Description:
This table stores, for each broker installation, the IP addresses of the machines that are valid sources from which the broker can accept messages.



Field
Description
Format
Length

HostIP
IP address of the application’s host machine.
Text
15

BrokerID
Unique broker type identifier.
Number
Byte

ClientIP
IP address of client machine.
Text
15

Table:
BrokerHosts

Description:
The machines on which the broker application is installed.



Field
Description
Format
Length

IP
IP address of the application’s host machine.
Text
15

Name
Host machine name.
Text
50

Description
Host machine description.
Text
50

IMSResponseDTDFile
File name of DTD to be specified in broker’s IMS formatted responses.
Text
70

RequestSchemaFile
File name of XSD schema used to validate messages received by the broker.
Text
70

BrokerVisible
Flags whether the application is ‘visible’ to users of its host machine.
Boolean
Y/N

MaxConnections
Maximum number of clients that can be connected to the broker simultaneously.
Number
Long Integer

Table:
Brokers

Description:
This table stores details about which types of broker are installed on which machines.



Field
Description
Format
Length

HostIP
IP address of the application’s host machine.
Text
15

BrokerID
Identifies the type of broker.
Number
Byte

LocalPort
The port on the host machine on which the broker ‘listens’ for messages.
Number
Long Integer

DatabaseID
Identifies the database to access.
Number
Long Integer

ResponseDTDFile
File name of DTD to be specified in broker’s standard responses.
Text
70

Table:
BrokerTypes

Description:
The different versions of the broker that are available.



Field
Description
Format
Length

ID
Unique broker type identifier.
Number
Byte

Type
Type of broker.
Text
5

SSLTunnelName
Title of the SSL tunnel file used with this type of broker.
Text
20

SSLTunnelStartupFile
Name of the file used to initiate the SSL tunnel for this type of broker.
Text
50

Table:
Clients

Description:
The machines from which brokers can receive messages.



Field
Description
Format
Length

ClientIP
IP address of client machine.
Text
15

Name
Client machine name.
Text
50

Description
Client machine description.
Text
50

Table:
Databases

Description:
This table contains a list of all the databases that the broker can access



Field
Description
Format
Length

DatabaseID
Unique database identifier.
Auto

Number
Long Integer

Name
SQL Server name of the database.
Text
20

Source
Name of the server on which the database is installed.
Text
50

UserID
User name used by the broker to connect to the database.
Text
20

Password
Password used by the broker to connect to the database.
Text
20

Description
Descriptive database name.
Text
20

Provider
The database provider being used to connect to the database.
Text
30

Queries.

There are two stored queries contained within the configuration settings database, both of which are used by the broker.  They are:

Query Name:
BrokerSettings




Description:
Provides a query to retrieve all of the database’s fields that are loaded into the broker when the application is initiated.




SQL:
SELECT BrokerHosts.IP, BrokerTypes.Type, Brokers.LocalPort, Brokers.ResponseDTDFile, BrokerHosts.IMSResponseDTDFile, BrokerHosts.RequestSchemaFile, BrokerHosts.BrokerVisible, BrokerHosts.MaxConnections, Databases.Name AS DB_Name, Databases.Source AS DB_Source, Databases.UserID AS DB_UserID, Databases.Password AS DB_UserPassword, Databases.Description AS DB_Description, Databases.Provider AS DB_Provider, BrokerTypes.SSLTunnelName, BrokerTypes.SSLTunnelStartupFile

FROM BrokerHosts INNER JOIN (Databases INNER JOIN (BrokerTypes INNER JOIN Brokers ON BrokerTypes.ID = Brokers.BrokerID) ON Databases.DatabaseID = Brokers.DatabaseID) ON BrokerHosts.IP = Brokers.HostIP;

Query Name:
ValidBrokerClients




Description:
This table provides the broker with a list of the client machines from which data requests can be accepted.




SQL:
SELECT BrokerClients.HostIP, BrokerTypes.Type, BrokerClients.ClientIP

FROM BrokerClients INNER JOIN BrokerTypes ON BrokerClients.BrokerID = BrokerTypes.ID;

Appendix C – Requests.xsd message validation schema.

The document below shows the XSD schema used to validate the structure and content of messages received by the broker to determine which are valid data requests.

<?QLS_Request.xsd v0.4?>

<?XSD Schema defining QLS Search Requests based on MLE-QLS Protocol v0.3g?>

<xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema">

<xsd:element name="MLE" type="MLEMessage"/>

<xsd:complexType name="MLEMessage">

<xsd:sequence>

<xsd:element name="SEARCHREQUEST" 


type="SEARCHREQUESTType"/>

</xsd:sequence>

</xsd:complexType>

<xsd:complexType name="SEARCHREQUESTType">

<xsd:sequence>

<xsd:element name="SESSIONID" type="SESSIONIDType"/>

<xsd:element name="SEARCHNUMBER" type="SEARCHNUMBERType"/>

<xsd:element name="PARAMETERS" type="PARAMETERSType"/>

</xsd:sequence>

</xsd:complexType>

<xsd:simpleType name="SESSIONIDType">

<xsd:restriction base="xsd:positiveInteger">

<xsd:minInclusive value="10000"/>

<xsd:maxInclusive value="99999"/>

</xsd:restriction>

</xsd:simpleType>

<xsd:simpleType name="SEARCHNUMBERType">

<xsd:restriction base="xsd:float">

<xsd:enumeration value="0.00"/>

<xsd:enumeration value="2.00"/>

<xsd:enumeration value="2.01"/>

<xsd:enumeration value="3.00"/>

<xsd:enumeration value="3.01"/>

<xsd:enumeration value="4.00"/>

<xsd:enumeration value="5.00"/>

<xsd:enumeration value="6.00"/>

<xsd:enumeration value="100.00"/>

<xsd:enumeration value="101.00"/>

<xsd:enumeration value="102.00"/>

</xsd:restriction>

</xsd:simpleType>

<xsd:complexType name="PARAMETERSType">

<xsd:sequence>

<xsd:element name="QLSID" type="QLSIDType" minOccurs="0" 

maxOccurs="1"/>

<xsd:element name="DMUID" type="DMUIDType" minOccurs="0" 

maxOccurs="1"/>

<xsd:element name="PROG_CODE" type="xsd:string" minOccurs="0" 

maxOccurs="1"/>

<xsd:element name="AOS_YEAR" type="xsd:string" minOccurs="0" 

maxOccurs="1"/>


<xsd:element name="LEVEL_CODE" type="xsd:unsignedByte" 

minOccurs="0" maxOccurs="1"/>

</xsd:sequence>

</xsd:complexType>

<xsd:simpleType name="QLSIDType">

<xsd:restriction base="xsd:string">

<xsd:pattern value="([A-Za-z'. -]{3}\d{8})|([A-Za-z'. -]{2}\d{8})|(\d{9})"/>

</xsd:restriction>

</xsd:simpleType>

<xsd:simpleType name="DMUIDType">

<xsd:restriction base="xsd:string">

<xsd:pattern value="\d{7}[\dX]"/>

</xsd:restriction>

</xsd:simpleType>

</xsd:schema>

Appendix D - SQL queries used by the QLS data searches.

Each QLS data search defined by the MLE-QLS protocol comprises of more SQL queries that are used to retrieve the necessary information from the Student Record System.  These queries are listed as follows:

Search 2 – General Student Info, Name & Faculty.

Versions:
2.00 – General student information.



2.01 – General student information and basic course details.

Query Description:
This query is used in both versions of this search (2.00 and 2.01) and returns general student information for the student specified by the DMU number parameter ‘strInstitutionID’.

SQL:
SELECT stmgcode.student_id AS QLSID, stmpict.picture AS ImageFile, stmbiogr.forename AS Forename, stmbiogr.surname AS Surname, stmbiogr.dept_code AS Faculty_Code, strdeprt.description AS Faculty_Name 

FROM stmgcode LEFT JOIN ((stmpict RIGHT JOIN stmbiogr ON stmpict.student_id = stmbiogr.student_id) LEFT JOIN strdeprt ON stmbiogr.dept_code = strdeprt.dept_code) ON stmgcode.student_id = stmbiogr.student_id 

WHERE (((stmgcode.institution_id)='" & strInstitutionID & "'));

Query Description:
Retrieves the additional programme information for search 2.01 for the student specified by the QLS ID parameter ‘strStudentID’.

SQL:
SELECT stmaosx.aos_code, stmaosx.aos_year, stmaosx.acad_period, stsadstm.description AS stage_code_desc, stcsessd.full_desc 

FROM ((stmaos INNER JOIN stsadstm ON stmaos.stage_code = stsadstm.stage_code) INNER JOIN (stmaosx INNER JOIN stcsttyp ON stmaosx.aos_code = stcsttyp.aos_code) ON (stmaos.student_id = stmaosx.student_id) AND (stmaos.aos_code = stmaosx.aos_code) AND (stmaos.acad_period = stmaosx.acad_period) AND (stmaos.aos_period = stmaosx.aos_period) AND (stmaos.stage_ind = stmaosx.stage_ind)) INNER JOIN stcsessd ON (stmaos.aos_code = stcsessd.aos_code) AND (stmaos.acad_period = stcsessd.acad_period) AND (stmaos.aos_period = stcsessd.aos_period) 

WHERE (((stmaosx.student_id) = '" & strStudentID & "') And ((stmaosx.stage_ind) = 'E') And ((stcsttyp.aos_type) = 'P')) 

ORDER BY stmaosx.aos_code, stmaosx.aos_year, stmaosx.acad_period;

Search 3 – Enrolled Modules.

Versions:
3.00 – Enrolled modules for all of a student’s courses and years of study.



3.01 – Enrolled modules for a specific course and year of study.

Query Description:
Used in version 3.00 to retrieve details of the programme(s) taken by the student specified by the ‘strStudentID’ parameter.

SQL:
SELECT stmaosx.aos_code, stmaosx.aos_year, stmaosx.acad_period, stmaosx.aos_period, stmaos.attend_mode, stmaos.award_code, stsadstm.description AS stage_code_desc, stcsessd.full_desc, stmisrqa.start_date, stmisrqa.end_date 

FROM (((stmaos INNER JOIN stsadstm ON stmaos.stage_code = stsadstm.stage_code) INNER JOIN (stmaosx INNER JOIN stcsttyp ON stmaosx.aos_code = stcsttyp.aos_code) ON (stmaos.stage_ind = stmaosx.stage_ind) AND (stmaos.aos_period = stmaosx.aos_period) AND (stmaos.acad_period = stmaosx.acad_period) AND (stmaos.aos_code = stmaosx.aos_code) AND (stmaos.student_id = stmaosx.student_id)) INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) AND (stmaos.acad_period = stcsessd.acad_period) AND (stmaos.aos_code = stcsessd.aos_code)) INNER JOIN stmisrqa ON (stmisrqa.acad_period = stmaos.acad_period) AND (stmaos.aos_period = stmisrqa.aos_period) AND (stmaos.aos_code = stmisrqa.aos_code) AND (stmaos.student_id = stmisrqa.student_id) 

WHERE (((stmaosx.student_id)= '" & strStudentID & "') AND ((stmaosx.stage_ind)='E') AND ((stcsttyp.aos_type)='P'));

Query Description:
Used in version 3.00 to get all the modules that the student ‘strStudentID’ is enrolled on.

SQL:
SELECT stmaos.raoscd_link AS p_aos_code, stmaos.acad_period, stmaos.aos_period, stmaos.aos_code, stcsessd.full_desc, stmaos_1.procd_link AS l_aos_period, stsadstm.description AS stage_code_desc, stcasdet.credit_num, stcaostd.descripton 

FROM (((((stmaos INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code) INNER JOIN stmaos AS stmaos_1 ON (stmaos.aoscd_link = stmaos_1.aos_code) AND (stmaos.stage_ind = stmaos_1.stage_ind) AND (stmaos.acad_period = stmaos_1.acad_period)

AND (stmaos.student_id = stmaos_1.student_id)) INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) AND (stmaos.acad_period = stcsessd.acad_period) AND (stmaos.aos_code = stcsessd.aos_code))

INNER JOIN stsadstm ON stmaos.stage_code = stsadstm.stage_code) INNER JOIN stcasdet ON (stmaos.aos_period = stcasdet.aos_period) AND (stmaos.aos_code = stcasdet.aos_code) AND (stmaos.acad_period = stcasdet.acad_period)) LEFT JOIN stcaostd ON stmaos.aos_code = stcaostd.aos_code WHERE (((stcsttyp.aos_type) = 'M') And ((stmaos.student_id) = '" & strStudentID & "')) 

ORDER BY stmaos.raoscd_link, stmaos.acad_period, stmaos.aos_period;

Query Description:
Same SQL as the version 3.00 query that retrieves programme details, but modified for version 3.01 to only retrieve this information for the programme specified by the parameter strProgramme’.

SQL:
SELECT stmaosx.aos_code, stmaosx.aos_year, stmaosx.acad_period, stmaosx.aos_period, stmaos.attend_mode, stmaos.award_code, stsadstm.description AS stage_code_desc, stcsessd.full_desc, stmisrqa.start_date, stmisrqa.end_date 

FROM (((stmaos INNER JOIN stsadstm ON stmaos.stage_code = stsadstm.stage_code) INNER JOIN (stmaosx INNER JOIN stcsttyp ON stmaosx.aos_code = stcsttyp.aos_code) ON (stmaos.stage_ind = stmaosx.stage_ind) AND (stmaos.aos_period = stmaosx.aos_period) 

AND (stmaos.acad_period = stmaosx.acad_period) AND (stmaos.aos_code = stmaosx.aos_code) AND (stmaos.student_id = stmaosx.student_id)) INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) AND (stmaos.acad_period = stcsessd.acad_period)

AND (stmaos.aos_code = stcsessd.aos_code)) INNER JOIN stmisrqa ON (stmisrqa.acad_period = stmaos.acad_period) AND (stmaos.aos_period = stmisrqa.aos_period) AND (stmaos.aos_code = stmisrqa.aos_code) AND (stmaos.student_id = stmisrqa.student_id) 

WHERE (((stmaosx.aos_code)='" & strProgramme & "') AND ((stmaosx.student_id)='" & strStudentID & "') AND ((stmaosx.stage_ind)='E') AND ((stcsttyp.aos_type)='P')) 

ORDER BY stmaosx.aos_code, stmaosx.aos_year, stmaosx.acad_period;

Query Description:
Used in version 3.01 to get all the modules that the student ‘strStudentID’ is enrolled on for the programme ‘strProgramme’.

SQL:
SELECT stmaos.raoscd_link AS p_aos_code, stmaos.acad_period, stmaos.aos_period, stmaos.aos_code, stcsessd.full_desc, stmaos_1.procd_link AS l_aos_period, stsadstm.description AS stage_code_desc, stcasdet.credit_num, stcaostd.descripton 

FROM (((((stmaos INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code) INNER JOIN stmaos AS stmaos_1 ON (stmaos.procd_link = stmaos_1.aos_period) AND (stmaos.aoscd_link = stmaos_1.aos_code) AND (stmaos.stage_ind = stmaos_1.stage_ind) 

AND (stmaos.acad_period = stmaos_1.acad_period) AND (stmaos.student_id = stmaos_1.student_id)) INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) AND (stmaos.acad_period = stcsessd.acad_period) AND (stmaos.aos_code = stcsessd.aos_code)) 

INNER JOIN stsadstm ON stmaos.stage_code = stsadstm.stage_code) INNER JOIN stcasdet ON (stmaos.aos_period = stcasdet.aos_period) AND (stmaos.aos_code = stcasdet.aos_code) AND (stmaos.acad_period = stcasdet.acad_period)) LEFT JOIN stcaostd ON stmaos.aos_code = stcaostd.aos_code 

WHERE(((stmaos.raoscd_link) = '" & strProgramme & "') And ((stcsttyp.aos_type) = 'M') And ((stmaos.student_id) = '" & strStudentID & "')) 

ORDER BY stmaos.raoscd_link, stmaos.acad_period, stmaos.aos_period;

Search 4 – Biographical and Address Details.

Query Description:
Queries biographical information for the student specified by the parameter ‘strStudentID’.

SQL:
SELECT stmbiogr.title, stmbiogr.birth_dt, stmbiogr.gender, stmbiogr.kin_name_1 AS emergency_contact, stmbiogr.ukresdnt_yn, stmbiogr.nation_cd, stmbiogr.domicile_cd, stmbiogr.origin_code, stsxorgs.orgn_name AS lea_name, stmbiogr.source, stmbiogr.disability_1, stmbiogr.disability_2, stmbiogr.appl_date, stmbiogr.enrolled_dt, stmbiogr.student_status, faculty.description AS facultyname, campus.campusname 

FROM ((stmbiogr LEFT JOIN stsxorgs ON stmbiogr.current_lea = stsxorgs.orgn_code) LEFT JOIN campus ON stmbiogr.geolocn_code = campus.campuscode) LEFT JOIN faculty ON stmbiogr.dept_code = faculty.dept_code 

WHERE (((stmbiogr.student_id) = '" & strStudentID & "'));

Query Description:
Retrieves home address data for the specified student.

SQL:
SELECT stmadres.room_number, stmadres.add_1, stmadres.add_2, stmadres.add_3, stmadres.add_4, stmadres.post_code, stmadres.tele_no, stmadres.alt_tele_no 

FROM stmbiogr INNER JOIN stmadres ON (stmbiogr.perm_add_id = stmadres.add_id) AND (stmbiogr.student_id = stmadres.student_id) WHERE (((stmadres.student_id)='" & strStudentID & "'));

Query Description:
Retrieves term-time address data for the specified student.

SQL:
SELECT stmadres.room_number, stmadres.add_1, stmadres.add_2, stmadres.add_3, stmadres.add_4, stmadres.post_code, stmadres.tele_no, stmadres.alt_tele_no 

FROM stmbiogr INNER JOIN stmadres ON (stmbiogr.term_add_id = stmadres.add_id) AND (stmbiogr.student_id = stmadres.student_id) WHERE (((stmadres.student_id)='" & strStudentID & "'));

Search 5 – Assessments.

This search uses three distinct queries to return information about the student’s programme of study, levels within that programme, and modules taken.

Query Description:
Retrieves the code and title of the programme being taken by the specified student.

SQL:
SELECT DISTINCT stmaos.aos_code, stcsessd.full_desc 

FROM (stmaos INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code) INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) AND (stmaos.acad_period = stcsessd.acad_period) AND (stmaos.aos_code = stcsessd.aos_code) 

WHERE (((stcsttyp.aos_type)='P') AND ((stmaos.stage_ind)='E') 

AND ((stmaos.student_id)='" & strStudentID & "'));

Query Description:
Programme level and associated progression details.

SQL:
SELECT stmaos.raoscd_link AS p_aos_code, stmaos.aos_period, stmaos.acad_period, staprgrs.progression_code, staprgrs.progression_date, staprgrs.progression_text, stafrpcd.full_desc FROM ((stmaos LEFT JOIN staprgrs ON (stmaos.student_id = staprgrs.student_id) AND (stmaos.acad_period = staprgrs.acad_period) AND (stmaos.aos_code = staprgrs.aos_code) AND (stmaos.aos_period = staprgrs.aos_period)) LEFT JOIN stafrpcd ON (staprgrs.acad_period = stafrpcd.acad_period) AND (staprgrs.progression_code = stafrpcd.frp_code)) INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code 

WHERE (((stmaos.student_id) = '" & strStudentID & "') 

AND ((stcsttyp.aos_type) = 'L')) 

ORDER BY stmaos.raoscd_link, stmaos.aos_period, stmaos.acad_period;

Query Description:
Module assessment details.

SQL:
SELECT stmaos.raoscd_link AS p_aos_code, stmaos_1.procd_link AS l_aos_period, stmaos.rprocd_link AS p_aos_period, stmaos.aos_code, stmaos.aos_period, stcsessd.full_desc, stcaostd.descripton, stacredt.tot_credits, stahemog.orig_grade, stahemog.final_grade 

FROM (((((stmaos INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code) INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) AND (stmaos.acad_period = stcsessd.acad_period) AND (stmaos.aos_code = stcsessd.aos_code)) LEFT JOIN stacredt ON (stmaos.student_id = stacredt.student_id) 

AND (stmaos.aos_period = stacredt.aos_period) AND (stmaos.aos_code = stacredt.aos_code) AND (stmaos.acad_period = stacredt.acad_period)) LEFT JOIN stahemog ON (stmaos.student_id = stahemog.student_id) AND (stmaos.aos_period = stahemog.aos_period) AND (stmaos.aos_code = stahemog.aos_code) AND (stmaos.acad_period = stahemog.acad_period)) LEFT JOIN stcaostd ON stmaos.aos_code = stcaostd.aos_code) INNER JOIN stmaos AS stmaos_1 ON (stmaos.procd_link = stmaos_1.aos_period) AND (stmaos.aoscd_link = stmaos_1.aos_code) AND (stmaos.stage_ind = stmaos_1.stage_ind) AND (stmaos.acad_period = stmaos_1.acad_period) AND (stmaos.student_id = stmaos_1.student_id) 

WHERE (((stmaos.student_id) = '" & strStudentID & "') 

AND ((stcsttyp.aos_type) = 'M')) 

ORDER BY stmaos.raoscd_link, stmaos_1.procd_link, stmaos.aos_code, stmaos.aos_period;

Search 6 – Module Assessment Components.

Query Description:
This is a query that retrieves, for a particular student and programme level, details about that student’s enrolled modules together with data about each of the module’s assessment components.

SQL:
SELECT stmaos.aos_code, stmaos.aos_period, stmaos.rprocd_link AS p_aos_period, stacredt.tot_credits, stahemog.orig_grade, stahemog.final_grade, stahemog.resit_att, stahestr.assessment_id, stahestr.grade, stahestr.mark, stahestr.override_grade, stahelnk.weighting_factor, staheass.description 

FROM ((((((stmaos INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code) LEFT JOIN stacredt ON (stmaos.student_id = stacredt.student_id) AND (stmaos.aos_period = stacredt.aos_period) AND (stmaos.aos_code = stacredt.aos_code) AND (stmaos.acad_period = stacredt.acad_period)) LEFT JOIN stahemog ON (stmaos.student_id = stahemog.student_id) AND (stmaos.aos_period = stahemog.aos_period) AND (stmaos.aos_code = stahemog.aos_code) AND (stmaos.acad_period = stahemog.acad_period)) LEFT JOIN stahestr ON (stmaos.aos_period = stahestr.aos_period) AND (stmaos.aos_code = stahestr.aos_code) AND (stmaos.student_id = stahestr.student_id) AND (stmaos.acad_period = stahestr.acad_period)) LEFT JOIN stahelnk ON (stahestr.assessment_id = stahelnk.assessment_id) AND (stahestr.aos_period = stahelnk.aos_period) AND (stahestr.aos_code = stahelnk.aos_code) AND (stahestr.acad_period = stahelnk.acad_period)) LEFT JOIN staheass ON stahelnk.assessment_id = staheass.assessment_id) INNER JOIN stmaos AS stmaos_1 ON (stmaos.procd_link = stmaos_1.aos_period) AND (stmaos.aoscd_link = stmaos_1.aos_code) AND (stmaos.stage_ind = stmaos_1.stage_ind) AND (stmaos.acad_period = stmaos_1.acad_period) AND (stmaos.student_id = stmaos_1.student_id) 

WHERE (((stmaos.student_id) = '" & strStudentID & "') 

AND ((stcsttyp.aos_type) = 'M') And ((stmaos.raoscd_link) = '" & strCurrProgramme & "') And ((stmaos_1.procd_link) = '" & strCurrLevel & "')) 

ORDER BY stmaos.aos_code, stmaos.aos_period, stahestr.assessment_id;

Search 100 – Enrolled Modules (IMS Enterprise format).

These queries extract similar programme and module information to that used in search 3.  However in this search, the resultant data is packaged by the broker into a format that complies with the IMS Enterprise specification.

Query Description:
Retrieves the specified student’s unique QLS identifier and name - mandatory fields in an IMS Enterprise record’s Person object.

SQL:
SELECT stmbiogr.forename, stmbiogr.surname, stmbiogr.student_id

FROM stmbiogr WHERE (((stmbiogr.student_id)='" & strStudentID & "'));

Query Description:
Information pertaining to the programme(s) that the student specified by the parameter strStudentID is enrolled on.

SQL:
SELECT stmaos.student_id, stmaos.aos_code, stcsessd.full_desc AS aos_desc, stmisrqa.start_date, stmisrqa.end_date, stcsessd.dept_code, strdeprt.description AS dept_desc, stcsttyp.aos_type 

FROM (((stmaos INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) AND (stmaos.acad_period = stcsessd.acad_period) AND (stmaos.aos_code = stcsessd.aos_code)) 

INNER JOIN stmisrqa ON (stmaos.acad_period = stmisrqa.acad_period) AND (stmaos.aos_period = stmisrqa.aos_period) AND (stmaos.aos_code = stmisrqa.aos_code) AND (stmaos.student_id = stmisrqa.student_id)) INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code) INNER JOIN strdeprt ON stcsessd.dept_code = strdeprt.dept_code 

WHERE (((stcsttyp.aos_type)='P') AND ((stmaos.student_id)='" & strStudentID & "') AND ((stmaos.stage_code)='PE' Or (stmaos.stage_code)='ER'));

Query Description:
Module details.

SQL:
SELECT stmaos.raoscd_link AS p_aos_code, stmaos.acad_period, stmaos.rprocd_link AS p_aos_period, stmaos.aos_period AS semester, stmaos.aos_code, stcaostd.descripton AS aos_long_desc, stcsessd.full_desc AS aos_short_desc, stcsessd.dept_code, strdeprt.description AS dept_desc, stcsttyp.aos_type 

FROM (((stmaos INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code) LEFT JOIN stcaostd ON stmaos.aos_code = stcaostd.aos_code) INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) AND (stmaos.acad_period = stcsessd.acad_period) AND (stmaos.aos_code = stcsessd.aos_code)) INNER JOIN strdeprt ON stcsessd.dept_code = strdeprt.dept_code 

WHERE (((stcsttyp.aos_type) = 'M') AND ((stmaos.student_id) = '" & strStudentID & "')) 

ORDER BY stmaos.raoscd_link, stmaos.acad_period, stmaos.aos_period;

Search 101 – Biographical and Address details (IMS Enterprise format).

Query Description:
Biographical and address information for the student identified by their QLS ID - strStudentID.

SQL:
SELECT stmbiogr.student_id, stmgcode.institution_id, stmbiogr.title, stmbiogr.forename, stmbiogr.surname, stmbiogr.birth_dt, stmbiogr.gender, stmpict.picture, stmadres.tele_no, stmadres.po_box_no, stmadres.room_number, stmadres.add_1, stmadres.add_2, stmadres.add_3, stmadres.add_4, stmadres.post_code 

FROM ((stmbiogr INNER JOIN stmgcode ON stmbiogr.student_id = stmgcode.student_id) INNER JOIN stmpict ON stmbiogr.student_id = stmpict.student_id) LEFT JOIN stmadres ON (stmbiogr.student_id = stmadres.student_id) AND (stmbiogr.term_add_id = stmadres.add_id) WHERE (((stmbiogr.student_id)='" & strStudentID & "'));

Search 102 – Assessments (IMS Enterprise format).

Query Description:
Retrieves the specified student’s unique QLS identifier and name - mandatory fields in an IMS Enterprise record’s Person object.

SQL:
SELECT stmbiogr.forename, stmbiogr.surname, stmbiogr.student_id FROM stmbiogr WHERE (((stmbiogr.student_id)='" & strStudentID & "'));

Query Description:
Module details and assessment information.

SQL:
SELECT stmaos.aos_code, stcsessd.full_desc AS aos_short_desc, stahemog.orig_grade, stahemog.final_grade, stahestr.assessment_id, stahestr.grade, stahestr.mark, stahestr.override_grade 

FROM ((((stmaos INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code) LEFT JOIN stahemog ON (stmaos.student_id = stahemog.student_id) AND (stmaos.aos_period = stahemog.aos_period) AND (stmaos.aos_code = stahemog.aos_code) AND (stmaos.acad_period = stahemog.acad_period)) LEFT JOIN stahestr ON (stmaos.aos_period = stahestr.aos_period) AND (stmaos.aos_code = stahestr.aos_code) 

AND (stmaos.student_id = stahestr.student_id) AND (stmaos.acad_period = stahestr.acad_period)) INNER JOIN stmaos AS stmaos_1 ON (stmaos.procd_link = stmaos_1.aos_period) AND (stmaos.aoscd_link = stmaos_1.aos_code) AND (stmaos.stage_ind = stmaos_1.stage_ind) AND (stmaos.acad_period = stmaos_1.acad_period) AND (stmaos.student_id = stmaos_1.student_id)) INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) AND (stmaos.acad_period = stcsessd.acad_period) AND (stmaos.aos_code = stcsessd.aos_code) 

WHERE (((stmaos.student_id) = '" & strStudentID & "') AND ((stcsttyp.aos_type) = 'M') AND ((stmaos.raoscd_link) = '" & strCurrProgramme & "') AND ((stmaos_1.procd_link) = '" & strCurrLevel & "')) ORDER BY stmaos.aos_code, stahestr.assessment_id;

Appendix E – Application source code.

The application’s source code is contained in the following three files:

Filename
Description
Page

frmServer.frm
TCP/IP connection server.
42

uclMessage.cls
Class containing attributes and functions relating to a message received by the broker application.
48

basServer.bas
Library of broker application functions.
74

frmServer.frm

' File:         frmServer.frm

' Description:  TCP/IP connection server for an MLE database broker application

' Author:       A. Glover

' Date:         March 2002

' Notes:        Provides a database broker's default form containing a TCP/IP socket

'               control that listens for connection requests on a specified port.

'               Each time a connection from a client is accepted, a new socket is

'               created in a control array of sockets to handle communications

'               between the server and that individual client.  When a socket

'               receives data, a new instance of the user-defined class 'Message'

'               is invoked to process the input.

Option Explicit

' Interval (in seconds) between checks to ensure SSL tunnel is open

Private Const SSL_TUNNEL_STATUS_CHECK_INTERVAL As Integer = 30

Private mintNumConnections As Integer       ' Number of open client connections

Private mblnAppPrevInstance As Boolean      ' Is this application already running?

' Time (in seconds) after last SSL tunnel status check

Private mintSSLTunnelStatusCheckTimer As Integer

Private Sub cmdClose_Click()

' Closes the application's default form and exits the application

On Error GoTo Err_cmdClose_Click

    Unload Me

Exit_cmdClose_Click:

    Exit Sub

Err_cmdClose_Click:

    HandleRunTimeError

    Resume Exit_cmdClose_Click

End Sub

Private Sub Form_Load()

' Initiates the TCP/IP connection server by loading the form's socket control and

' setting it to listen for client connection requests.  The 'listening' socket is

' the first element in a control array of available sockets

On Error GoTo Err_Form_Load

    Dim intIndex As Integer

    ' Do not load another application instance if one is already running

    If App.PrevInstance Then

        mblnAppPrevInstance = True

        Unload Me

        Exit Sub

    End If

    mblnAppPrevInstance = False

    ' Set application's host machine dependant variables

    SetBrokerVariables wskWinsock1(intIndex).LocalIP

    ' Check if application has an associated SSL tunnel

    If Not (GetSSLTunnelName() = "") Then

        ' Open SSL tunnel

        OpenSSLTunnel

    End If

    ' Hide the application's default form, if specified

    Me.Visible = GetBrokerVisibility()

    mintNumConnections = 0

    ' Load application's associated XML input validation schema

    Set gobjRequestSchema = New XMLSchemaCache40

    gobjRequestSchema.Add "", GetRequestSchemaFile()

    ' Listen for connection requests on specified local port

    wskWinsock1(intIndex).LocalPort = GetLocalPort()

    wskWinsock1(intIndex).Listen

    lstReceived.AddItem "Waiting for connection requests......."

    ' Initialise connection status of listening socket

    garrSockets(intIndex).blnConnected = True

    intIndex = intIndex + 1

    ' Initialise array of sockets

    Do Until intIndex > UBound(garrSockets)

        garrSockets(intIndex).blnConnected = False

        intIndex = intIndex + 1

    Loop

    'Dim fs, a

    'Set fs = CreateObject("Scripting.FileSystemObject")

    'Set a = fs.CreateTextFile("F:\mle_test\test.xml", True)

    'a.Close

Exit_Form_Load:

    Exit Sub

Err_Form_Load:

    HandleRunTimeError

    Resume Exit_Form_Load

End Sub

Private Sub Form_Unload(Cancel As Integer)

' Closes all open sockets

On Error GoTo Err_Form_Unload

    Dim intIndex As Integer

    If mblnAppPrevInstance Then

        ' Form unloaded because other application instance running,

        ' therefore no sockets open

        Exit Sub

    End If

    intIndex = 0

    Do Until intIndex > UBound(garrSockets)

        ' Close all open sockets

        If garrSockets(intIndex).blnConnected Then

            If wskWinsock1(intIndex).State <> sckClosed Then

                wskWinsock1(intIndex).Close

            End If

            ' Reset socket connection status

            garrSockets(intIndex).blnConnected = False

            Set garrSockets(intIndex).uclMessage = Nothing

        End If

        intIndex = intIndex + 1

    Loop

    Set gobjRequestSchema = Nothing

Exit_Form_Unload:

    Exit Sub

Err_Form_Unload:

    HandleRunTimeError

    Resume Exit_Form_Unload

End Sub

Private Sub tmrTimer1_Timer()

' Polls open sockets at intervals specified by the timer's Interval property

' and closes those where the client has disconnected.

' Also periodically checks that any associated SSL tunnel is still open

On Error GoTo Err_tmrTimer1_Timer

    Dim intIndex As Integer

    Dim intConnectionsToCheck As Integer

    ' If SSL tunnel used, periodically check that tunnel is still working

    If Not (GetSSLTunnelName() = "") Then

        ' Increment count of seconds since last SSL tunnel status check

        mintSSLTunnelStatusCheckTimer = mintSSLTunnelStatusCheckTimer + 1

        If mintSSLTunnelStatusCheckTimer = SSL_TUNNEL_STATUS_CHECK_INTERVAL Then

            ' Open SSL Tunnel, if not already open

            OpenSSLTunnel

            mintSSLTunnelStatusCheckTimer = 0

        End If

    End If

    If mintNumConnections = 0 Then

        ' No clients connected

        Exit Sub

    End If

    intIndex = 1

    intConnectionsToCheck = mintNumConnections

    ' Check if any clients have closed connection

    Do Until intConnectionsToCheck = 0

        If garrSockets(intIndex).blnConnected Then

            If wskWinsock1(intIndex).State = sckClosing Then

                lstReceived.AddItem "Client " & wskWinsock1(intIndex).RemoteHostIP & " disconnected on socket " & intIndex

                ' Close connection on server

                wskWinsock1(intIndex).Close

                Unload wskWinsock1(intIndex)

                ' Reset socket connection status

                garrSockets(intIndex).blnConnected = False

                Set garrSockets(intIndex).uclMessage = Nothing

                mintNumConnections = mintNumConnections - 1

            End If

            intConnectionsToCheck = intConnectionsToCheck - 1

        End If

        intIndex = intIndex + 1

    Loop

Exit_tmrTimer1_Timer:

    Exit Sub

Err_tmrTimer1_Timer:

    HandleRunTimeError

    Resume Exit_tmrTimer1_Timer

End Sub

Private Sub wskWinsock1_ConnectionRequest(Index As Integer, _

    ByVal requestID As Long)

' Handles client connection requests

On Error GoTo Err_wskWinsock1_ConnectionRequest

    Dim intIndex As Integer

    Dim blnClientValid As Boolean

    ' Don't handle connection requests on sockets other than 'listening' socket

    If Index <> 0 Then

        Exit Sub

    End If

    ' Check if at limit of open client connections allowed

    If mintNumConnections <> GetMaxConnections() Then

        ' Accept new connection request

        mintNumConnections = mintNumConnections + 1

        ' Find first free socket on which to accept connection

        intIndex = 1

        Do Until garrSockets(intIndex).blnConnected = False

            intIndex = intIndex + 1

        Loop

        ' Load socket

        Load wskWinsock1(intIndex)

        ' Ensure socket is closed

        If wskWinsock1(intIndex).State <> sckClosed Then

            wskWinsock1(intIndex).Close

        End If

        lstReceived.AddItem "Connection request received on socket " & Index

        ' Bind connection to local port

        wskWinsock1(intIndex).LocalPort = GetLocalPort()

        ' Accept connection initially

        wskWinsock1(intIndex).Accept requestID

        ' Set connection status as 'connected'

        garrSockets(intIndex).blnConnected = True

        ' Don't accept connection request if from an unknown client

        'If Not ValidClientConnection(wskWinsock1(intIndex).RemoteHostIP) Then

        '    wskWinsock1(intIndex).Close

        '    lstReceived.AddItem "Client " & wskWinsock1(intIndex).RemoteHostIP & " connection rejected"

        '    Exit Sub

        'End If

        lstReceived.AddItem "Client " & wskWinsock1(intIndex).RemoteHostIP & " connected on socket " & intIndex

    End If

Exit_wskWinsock1_ConnectionRequest:

    Exit Sub

Err_wskWinsock1_ConnectionRequest:

    HandleRunTimeError

    Resume Exit_wskWinsock1_ConnectionRequest

End Sub

Private Sub wskWinsock1_DataArrival(Index As Integer, ByVal bytesTotal As Long)

' Handles data received by the server on any of the open client connections

On Error GoTo Err_wskWinsock1_DataArrival

    Dim strIncomingData As String       ' Data received on socket

    ' Collect the incoming data

    wskWinsock1(Index).GetData strIncomingData

    lstReceived.AddItem "Message received on socket " & Index

    'Dim f, fs

    'Set fs = CreateObject("Scripting.FileSystemObject")

    'Set f = fs.OpenTextFile("F:\mle_test\test.xml", 8, 0)

    'f.Write strIncomingData & Chr(13) & Chr(10)

    'f.Close

    ' Initiate new message class instance to process the input data

    Set garrSockets(Index).uclMessage = New Message

    ' Process the input data

    garrSockets(Index).uclMessage.gintSocketID = Index

    garrSockets(Index).uclMessage.gstrInputData = strIncomingData

    garrSockets(Index).uclMessage.ProcessInput

    ' Release the message class instance from memory

    Set garrSockets(Index).uclMessage = Nothing

Exit_wskWinsock1_DataArrival:

    Exit Sub

Err_wskWinsock1_DataArrival:

    HandleRunTimeError

    Resume Exit_wskWinsock1_DataArrival

End Sub

Private Function ValidClientConnection(strRemoteHostIP As String) As Boolean

' Checks whether the request for connection to the broker is from a valid client

    Dim intIndex As Integer

    Dim blnClientValid As Boolean

    intIndex = 0

    blnClientValid = False

    ' Check client IP address against data structure of valid clients

    Do Until intIndex = UBound(garrClients)

        If garrClients(intIndex) = strRemoteHostIP Then

            blnClientValid = True

        End If

        intIndex = intIndex + 1

    Loop

    ValidClientConnection = blnClientValid

End Function

uclMessage.cls

' File:         uclMessage.cls

' Description:  User-defined class containing attributes and functions

'               relating to a message received by an MLE database broker application.

' Author:       A. Glover

' Date:         March 2002

' Notes:        A new instance of this class is created to process each

'               message received by the broker.  If the message is a valid

'               data request then a pre-defined SQL query is run against

'               the database and the resulting data packaged into an XML

'               format defined by the current MLE-QLS protocol.  This data

'               is then returned to the client that initiated the request.

Option Explicit

' Data Searches - MLE-QLS protocol format

Private Const QLS_STATUS_CHECK As Single = 0

Private Const SEARCH_NAME_BIRTHDATE As Single = 1

Private Const SEARCH_GENERAL_INFO_00 As Single = 2

Private Const SEARCH_GENERAL_INFO_01 As Single = 2.01

Private Const SEARCH_STUDENT_MODULES_00 As Single = 3

Private Const SEARCH_STUDENT_MODULES_01 As Single = 3.01

Private Const SEARCH_BIOGR_INFO As Single = 4

Private Const SEARCH_ASSESSMENTS As Single = 5

Private Const SEARCH_ASSESSMENT_MODULE_COMPONENTS As Single = 6

' Data Searches - IMS Enterprise v1.01 format

Private Const IMS_SEARCH_STUDENT_MODULES As Single = 100

Private Const IMS_SEARCH_BIOGR_INFO As Single = 101

Private Const IMS_SEARCH_ASSESSMENTS As Single = 102

' Diagnostic Codes

Private Const XML_PARSE_ERROR As Integer = 100

Private Const STUDENT_NOT_ON_QLS As Integer = 101

Private Const QLS_CONNECTION_ERROR As Integer = 102

Private mobjRequest As DOMDocument40    ' Message in XML-parsed format

Private mstrSessionID As String         ' Messages' session ID

Private mstrSearchNumber As String      ' Messages' data search number

Public gintSocketID As Integer          ' ID of socket being used

Public gstrInputData As String          ' Message in plain text format

Private mblnIMSQuery As Boolean         ' Indicates if IMS search requested

Private Function ProcessDataQuery() As String

' Uses parameters provided in the input message to run a pre-defined SQL

' query against the specified database.  The results are then packaged

' into XML format defined by the current MLE-QLS protocol.

On Error GoTo Err_ProcessDataQuery

    Dim cnStudents As Connection        ' Connection to database

    ' Recordsets holding data queried from database

    Dim rsStudents As Recordset

    Dim rsModules As Recordset

    Dim rsProgSessions As Recordset

    Dim rsProgrammes As Recordset

    Dim rsLevels As Recordset

    ' Values of parameters extracted from data request message

    Dim strStudentID As String          ' Student's unique QLS ID

    Dim strInstitutionID As String      ' Student's DMU number

    Dim strProgramme As String          ' Student's programme of study code

    Dim strProgrammeYear As String      ' Programme year in student's first year

    Dim strProgrammeYearStart As String ' Programme year in student's latest year

    ' Values of fields in database record currently being accessed

    Dim strCurrProgramme As String

    Dim strCurrSession As String

    Dim strCurrSemester As String

    Dim strCurrLevel As String

    Dim strCurrModule As String

    Dim strModuleName As String

    Dim strModuleCreditsAwarded As String

    Dim strModuleGrade As String

    Dim strModuleOutcome As String

    Dim strModuleComponentWeighting As String

    Dim strModuleComponentResult As String

    Dim strDataTag As String            ' XML tag forming the data section of

                                        ' the broker's response message

    ' Various XML tags used to hold different items of database data during

    ' the compilation of the broker's response message

    Dim strProgrammeTag As String

    Dim strSessionTags As String

    Dim strLevelTags As String

    Dim strModuleTags As String

    Dim strHomeAddrTags As String

    Dim strTermTimeAddrTags As String

    Dim strIMSGroupTag As String

    Dim strIMSProgrammeGroupTag As String

    Dim strIMSModuleGroupTag As String

    Dim strIMSModuleGroupTags As String

    Dim strIMSMemberTag As String

    Dim strIMSMembershipTags As String

    Dim blnHasProgrammeData As Boolean  ' Does the student have any course data?

    Set cnStudents = New Connection     ' Create new connection object

    Set cnStudents = DBConnect()        ' Connect to specified database

    ' Invoke diagnostic if database connection cannot be established

    If cnStudents.State = adStateClosed Then

        ProcessDataQuery = HandleDiagnostic(QLS_CONNECTION_ERROR)

        Exit Function

    End If

    mblnIMSQuery = False                ' Initialise IMS query indicator

    ' Run requested database search

    Select Case mstrSearchNumber

        Case QLS_STATUS_CHECK

            ' Database connection successfully established

            strDataTag = "<OK/>"

        Case SEARCH_NAME_BIRTHDATE

            ' Extract the student id from the XML request

            strStudentID = mobjRequest.selectSingleNode("//SEARCHREQUEST/PARAMETERS/QLSID").Text

            ' Open read-only recordset of student's data

            Set rsStudents = New Recordset

            rsStudents.LockType = adLockReadOnly

            rsStudents.CursorType = adOpenStatic

            ' Run SQL query and return data for selected student

            rsStudents.open "SELECT forename AS Forename, surname AS Surname , birth_dt AS BirthDate " & _

                "FROM stmbiogr WHERE (student_id='" & strStudentID & "');", cnStudents

            ' Package QLS data into XML data structure

            strDataTag = "<FORENAME>" & Trim(rsStudents!forename) & "</FORENAME><SURNAME>" & _

                Trim(rsStudents!surname) & "</SURNAME><BIRTHDATE>" & Trim(rsStudents!BirthDate) & "</BIRTHDATE>"

        Case SEARCH_GENERAL_INFO_00

            ' Extract the DMU id from the XML request

            strInstitutionID = mobjRequest.selectSingleNode("//SEARCHREQUEST/PARAMETERS/DMUID").Text

            ' Open read-only recordset of student's data

            Set rsStudents = New Recordset

            rsStudents.LockType = adLockReadOnly

            rsStudents.CursorType = adOpenStatic

            rsStudents.open "SELECT stmgcode.student_id AS QLSID, stmpict.picture AS ImageFile, stmbiogr.forename AS Forename, stmbiogr.surname AS Surname, stmbiogr.dept_code AS Faculty_Code, strdeprt.description AS Faculty_Name " & _

                "FROM stmgcode LEFT JOIN ((stmpict RIGHT JOIN stmbiogr ON stmpict.student_id = stmbiogr.student_id) LEFT JOIN strdeprt ON stmbiogr.dept_code = strdeprt.dept_code) ON stmgcode.student_id = stmbiogr.student_id " & _

                "WHERE (((stmgcode.institution_id)='" & strInstitutionID & "'));", cnStudents

            If rsStudents.EOF Then

                ' Requested DMU number doesn't belong to any student on QLS

                strDataTag = HandleDiagnostic(STUDENT_NOT_ON_QLS, strInstitutionID)

                GoTo Exit_ProcessDataQuery

            End If

            strStudentID = Trim(rsStudents!qlsid)

            ' Package QLS data into XML data structure

            strDataTag = "<GENERAL><QLSID>" & strStudentID & "</QLSID><IMG_POINTER>" & Mid(rsStudents!ImageFile, 18) & "</IMG_POINTER><FACULTY_CODE>" & _

                rsStudents!Faculty_Code & "</FACULTY_CODE><FACULTY_NAME>" & ConvertToValidXMLText(rsStudents!Faculty_Name) & "</FACULTY_NAME><STUDENT_NAME>" & _

                Trim(rsStudents!forename) & " " & Trim(rsStudents!surname) & "</STUDENT_NAME></GENERAL>"

            Set rsProgSessions = Nothing

        Case SEARCH_GENERAL_INFO_01

            ' Extract the DMU id from the XML request

            strInstitutionID = mobjRequest.selectSingleNode("//SEARCHREQUEST/PARAMETERS/DMUID").Text

            ' Open read-only recordset of student's data

            Set rsStudents = New Recordset

            rsStudents.LockType = adLockReadOnly

            rsStudents.CursorType = adOpenStatic

            rsStudents.open "SELECT stmgcode.student_id AS QLSID, stmpict.picture AS ImageFile, stmbiogr.forename AS Forename, stmbiogr.surname AS Surname, stmbiogr.dept_code AS Faculty_Code, strdeprt.description AS Faculty_Name " & _

                "FROM stmgcode LEFT JOIN ((stmpict RIGHT JOIN stmbiogr ON stmpict.student_id = stmbiogr.student_id) LEFT JOIN strdeprt ON stmbiogr.dept_code = strdeprt.dept_code) ON stmgcode.student_id = stmbiogr.student_id " & _

                "WHERE (((stmgcode.institution_id)='" & strInstitutionID & "'));", cnStudents

            If rsStudents.EOF Then

                ' Requested DMU number doesn't belong to any student on QLS

                strDataTag = HandleDiagnostic(STUDENT_NOT_ON_QLS, strInstitutionID)

                GoTo Exit_ProcessDataQuery

            End If

            strStudentID = Trim(rsStudents!qlsid)

            ' Package QLS data into XML data structure

            strDataTag = "<GENERAL><QLSID>" & strStudentID & "</QLSID><IMG_POINTER>" & Mid(rsStudents!ImageFile, 18) & "</IMG_POINTER><FACULTY_CODE>" & _

                rsStudents!Faculty_Code & "</FACULTY_CODE><FACULTY_NAME>" & ConvertToValidXMLText(rsStudents!Faculty_Name) & "</FACULTY_NAME><STUDENT_NAME>" & _

                Trim(rsStudents!forename) & " " & Trim(rsStudents!surname) & "</STUDENT_NAME>"

            ' Open read-only recordset of student's programmes per session

            Set rsProgSessions = New Recordset

            rsProgSessions.LockType = adLockReadOnly

            rsProgSessions.CursorType = adOpenStatic

            rsProgSessions.open "SELECT stmaosx.aos_code, stmaosx.aos_year, stmaosx.acad_period, stsadstm.description AS stage_code_desc, stcsessd.full_desc " & _

                "FROM ((stmaos INNER JOIN stsadstm ON stmaos.stage_code = stsadstm.stage_code) INNER JOIN (stmaosx INNER JOIN stcsttyp ON stmaosx.aos_code = stcsttyp.aos_code) ON (stmaos.student_id = stmaosx.student_id) " & _

                "AND (stmaos.aos_code = stmaosx.aos_code) AND (stmaos.acad_period = stmaosx.acad_period) AND (stmaos.aos_period = stmaosx.aos_period) AND (stmaos.stage_ind = stmaosx.stage_ind)) INNER JOIN stcsessd ON (stmaos.aos_code = stcsessd.aos_code) " & _

                "AND (stmaos.acad_period = stcsessd.acad_period) AND (stmaos.aos_period = stcsessd.aos_period) " & _

                "WHERE (((stmaosx.student_id) = '" & strStudentID & "') And ((stmaosx.stage_ind) = 'E') And ((stcsttyp.aos_type) = 'P')) " & _

                "ORDER BY stmaosx.aos_code, stmaosx.aos_year, stmaosx.acad_period;", cnStudents

            If rsProgSessions.EOF Then

                ' Add dummy programme element as student is not enrolled on any programmes in the current session

                strProgrammeTag = "<PROGRAMME><PROG_CODE/><PROG_DESC/><PROG_STAGE/><AOS_YEAR_START/><AOS_YEAR_LATEST/>"

            Else

                Do Until rsProgSessions.EOF

                    ' Process each programme sesssion record

                    If strCurrProgramme <> rsProgSessions!aos_code Then

                        ' Append previous programme tag

                        strDataTag = strDataTag & strProgrammeTag

                        ' Get start programme year

                        strProgrammeYearStart = rsProgSessions!aos_year

                        ' Reset <PROGRAMME> tag

                        strProgrammeTag = ""

                        ' Get selected programme code

                        strCurrProgramme = rsProgSessions!aos_code

                    End If

                    strProgrammeYear = rsProgSessions!aos_year

                    ' Build tag for selected programme

                    strProgrammeTag = "<PROGRAMME><PROG_CODE>" & Trim(strCurrProgramme) & "</PROG_CODE><PROG_DESC>" & ConvertToValidXMLText(Trim(rsProgSessions!full_desc)) & "</PROG_DESC>" & _

                        "<PROG_STAGE>" & Trim(rsProgSessions!stage_code_desc) & "</PROG_STAGE><AOS_YEAR_START>" & strProgrammeYearStart & "</AOS_YEAR_START><AOS_YEAR_LATEST>" & strProgrammeYear & "</AOS_YEAR_LATEST></PROGRAMME>"

                    rsProgSessions.MoveNext

                Loop

            End If

            ' Append current programme tag and closing <GENERAL> tag

            strDataTag = strDataTag & strProgrammeTag & "</GENERAL>"

            Set rsProgSessions = Nothing

        Case SEARCH_STUDENT_MODULES_00

            blnHasProgrammeData = False

            ' Extract the student id from the XML request

            strStudentID = mobjRequest.selectSingleNode("//SEARCHREQUEST/PARAMETERS/QLSID").Text

            ' Open recordset of student's programmes per session

            Set rsProgSessions = New Recordset

            rsProgSessions.open "SELECT stmaosx.aos_code, stmaosx.aos_year, stmaosx.acad_period, stmaosx.aos_period, stmaos.attend_mode, stmaos.award_code, stsadstm.description AS stage_code_desc, stcsessd.full_desc, stmisrqa.start_date, stmisrqa.end_date " & _

                "FROM (((stmaos INNER JOIN stsadstm ON stmaos.stage_code = stsadstm.stage_code) INNER JOIN (stmaosx INNER JOIN stcsttyp ON stmaosx.aos_code = stcsttyp.aos_code) ON (stmaos.stage_ind = stmaosx.stage_ind) AND (stmaos.aos_period = stmaosx.aos_period) " & _

                "AND (stmaos.acad_period = stmaosx.acad_period) AND (stmaos.aos_code = stmaosx.aos_code) AND (stmaos.student_id = stmaosx.student_id)) INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) AND (stmaos.acad_period = stcsessd.acad_period) " & _

                "AND (stmaos.aos_code = stcsessd.aos_code)) INNER JOIN stmisrqa ON (stmisrqa.acad_period = stmaos.acad_period) AND (stmaos.aos_period = stmisrqa.aos_period) AND (stmaos.aos_code = stmisrqa.aos_code) AND (stmaos.student_id = stmisrqa.student_id) " & _

                "WHERE (((stmaosx.student_id)= '" & strStudentID & "') AND ((stmaosx.stage_ind)='E') AND ((stcsttyp.aos_type)='P'));", cnStudents

            If rsProgSessions.EOF Then

                ' Add dummy programme, session and module elements since student is not enrolled on any programmes

                strDataTag = strSessionTags = "<PROGRAMME><PROG_CODE/><PROG_DESC/><PROG_STAGE/><STUDY_MODE/><AWARD_CODE/><PROG_START_DATE/><PROG_FINISH_DATE/><SESSION><AOS_YEAR/><AOS_PERIOD/>" & _

                    "<SEMESTER><SEMESTER_NO></SEMESTER_NO><MODULE><LEVEL_CODE></LEVEL_CODE><MODULE_CODE></MODULE_CODE><MODULE_DESC></MODULE_DESC><MODULE_STAGE></MODULE_STAGE><MODULE_CREDITS></MODULE_CREDITS></MODULE></SEMESTER></SESSION></PROGRAMME>"

                GoTo Exit_ProcessDataQuery

            End If

            blnHasProgrammeData = True

            ' Open recordset of student's modules

            Set rsModules = New Recordset

            rsModules.open "SELECT stmaos.raoscd_link AS p_aos_code, stmaos.acad_period, stmaos.aos_period, stmaos.aos_code, stcsessd.full_desc, stmaos_1.procd_link AS l_aos_period, stsadstm.description AS stage_code_desc, stcasdet.credit_num, stcaostd.descripton " & _

                "FROM (((((stmaos INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code) INNER JOIN stmaos AS stmaos_1 ON (stmaos.aoscd_link = stmaos_1.aos_code) AND (stmaos.stage_ind = stmaos_1.stage_ind) AND (stmaos.acad_period = stmaos_1.acad_period) " & _

                "AND (stmaos.student_id = stmaos_1.student_id)) INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) AND (stmaos.acad_period = stcsessd.acad_period) AND (stmaos.aos_code = stcsessd.aos_code)) " & _

                "INNER JOIN stsadstm ON stmaos.stage_code = stsadstm.stage_code) INNER JOIN stcasdet ON (stmaos.aos_period = stcasdet.aos_period) AND (stmaos.aos_code = stcasdet.aos_code) AND (stmaos.acad_period = stcasdet.acad_period)) LEFT JOIN stcaostd ON stmaos.aos_code = stcaostd.aos_code " & _

                "WHERE (((stcsttyp.aos_type) = 'M') And ((stmaos.student_id) = '" & strStudentID & "')) " & _

                "ORDER BY stmaos.raoscd_link, stmaos.acad_period, stmaos.aos_period;", cnStudents

            Do Until rsProgSessions.EOF

                ' Process each programme sesssion record

                If rsProgSessions!aos_code <> strCurrProgramme Then

                    If strCurrProgramme <> "" Then

                        ' Add tags for previous programme element

                        strDataTag = strDataTag & strProgrammeTag & strSessionTags & "</PROGRAMME>"

                    End If

                    ' Get selected programme code

                    strCurrProgramme = rsProgSessions!aos_code

                    ' Reset session tag text since building tag for new programme's session data

                    strSessionTags = ""

                End If

                ' Build programme tag header

                strProgrammeTag = "<PROGRAMME><PROG_CODE>" & Trim(strCurrProgramme) & "</PROG_CODE><PROG_DESC>" & ConvertToValidXMLText(Trim(rsProgSessions!full_desc)) & "</PROG_DESC>" & _

                    "<PROG_STAGE>" & Trim(rsProgSessions!stage_code_desc) & "</PROG_STAGE><STUDY_MODE>" & Trim(rsProgSessions!attend_mode) & "</STUDY_MODE><AWARD_CODE>" & Trim(rsProgSessions!award_code) & "</AWARD_CODE>" & _

                    "<PROG_START_DATE>" & rsProgSessions!start_date & "</PROG_START_DATE><PROG_FINISH_DATE>" & rsProgSessions!end_date & "</PROG_FINISH_DATE>"

                ' Build session tag header

                strSessionTags = strSessionTags & "<SESSION><AOS_YEAR>" & rsProgSessions!aos_year & "</AOS_YEAR><AOS_PERIOD>" & rsProgSessions!aos_period & "</AOS_PERIOD>"

                ' Get selected session code

                strCurrSession = rsProgSessions!acad_period

                If Not rsModules.EOF Then

                    If strCurrProgramme <> rsModules!p_aos_code Then

                        ' Add dummy semester and module elements since programme has no modules associated

                        strSessionTags = strSessionTags & "<SEMESTER><SEMESTER_NO></SEMESTER_NO><MODULE><LEVEL_CODE></LEVEL_CODE><MODULE_CODE></MODULE_CODE><MODULE_DESC></MODULE_DESC><MODULE_STAGE></MODULE_STAGE><MODULE_CREDITS></MODULE_CREDITS></MODULE>"

                    Else

                        ' Add data for each semester and module

                        Do Until (rsModules!p_aos_code <> strCurrProgramme) Or (rsModules!acad_period <> strCurrSession)

                            ' Process each module record within programme and session

                            If rsModules!aos_period <> strCurrSemester Then

                                If strCurrSemester <> "" Then

                                    ' Add closing tag for previous semester element

                                    strSessionTags = strSessionTags & "</SEMESTER>"

                                End If

                                ' Add new semester element

                                strCurrSemester = rsModules!aos_period

                                strSessionTags = strSessionTags & "<SEMESTER><SEMESTER_NO>" & Trim(strCurrSemester) & "</SEMESTER_NO>"

                            End If

                            ' Add module element

                            ' Use complete module name if available

                            If (Not IsNull(rsModules!descripton)) And (Trim(rsModules!descripton) <> Trim(rsModules!aos_code)) Then

                                ' Use complete module name

                                strModuleName = Trim(rsModules!descripton)

                            Else

                                ' Use shortened module name

                                strModuleName = Trim(rsModules!full_desc)

                            End If

                            ' Add module tag to session tag

                            strSessionTags = strSessionTags & "<MODULE><LEVEL_CODE>" & Trim(rsModules!l_aos_period) & "</LEVEL_CODE><MODULE_CODE>" & Trim(rsModules!aos_code) & "</MODULE_CODE><MODULE_DESC>" & ConvertToValidXMLText(strModuleName) & "</MODULE_DESC><MODULE_STAGE>" & Trim(rsModules!stage_code_desc) & "</MODULE_STAGE><MODULE_CREDITS>" & rsModules!credit_num & "</MODULE_CREDITS></MODULE>"

                            rsModules.MoveNext

                            If rsModules.EOF Then

                                Exit Do

                            End If

                        Loop

                        ' Reset selected semester

                        strCurrSemester = ""

                    End If

                Else

                    ' Add dummy semester and module elements since programme has no modules associated

                    strSessionTags = strSessionTags & "<SEMESTER><SEMESTER_NO></SEMESTER_NO><MODULE><LEVEL_CODE></LEVEL_CODE><MODULE_CODE></MODULE_CODE><MODULE_DESC></MODULE_DESC><MODULE_STAGE></MODULE_STAGE><MODULE_CREDITS></MODULE_CREDITS></MODULE>"

                End If

                ' Add closing tags for session element

                strSessionTags = strSessionTags & "</SEMESTER></SESSION>"

                rsProgSessions.MoveNext

            Loop

            ' Add tags for last programme element

            strDataTag = strDataTag & strProgrammeTag & strSessionTags & "</PROGRAMME>"

        Case SEARCH_STUDENT_MODULES_01

            blnHasProgrammeData = False

            ' Get specified student id, programme code and programme year

            strStudentID = mobjRequest.selectSingleNode("//SEARCHREQUEST/PARAMETERS/QLSID").Text

            strProgramme = mobjRequest.selectSingleNode("//SEARCHREQUEST/PARAMETERS/PROG_CODE").Text

            strProgrammeYear = mobjRequest.selectSingleNode("//SEARCHREQUEST/PARAMETERS/AOS_YEAR").Text

            ' Open read-only recordset of student's programmes per session

            Set rsProgSessions = New Recordset

            rsProgSessions.LockType = adLockReadOnly

            rsProgSessions.CursorType = adOpenStatic

            rsProgSessions.open "SELECT stmaosx.aos_code, stmaosx.aos_year, stmaosx.acad_period, stmaosx.aos_period, stmaos.attend_mode, stmaos.award_code, stsadstm.description AS stage_code_desc, stcsessd.full_desc, stmisrqa.start_date, stmisrqa.end_date " & _

                "FROM (((stmaos INNER JOIN stsadstm ON stmaos.stage_code = stsadstm.stage_code) INNER JOIN (stmaosx INNER JOIN stcsttyp ON stmaosx.aos_code = stcsttyp.aos_code) ON (stmaos.stage_ind = stmaosx.stage_ind) AND (stmaos.aos_period = stmaosx.aos_period) " & _

                "AND (stmaos.acad_period = stmaosx.acad_period) AND (stmaos.aos_code = stmaosx.aos_code) AND (stmaos.student_id = stmaosx.student_id)) INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) AND (stmaos.acad_period = stcsessd.acad_period) " & _

                "AND (stmaos.aos_code = stcsessd.aos_code)) INNER JOIN stmisrqa ON (stmisrqa.acad_period = stmaos.acad_period) AND (stmaos.aos_period = stmisrqa.aos_period) AND (stmaos.aos_code = stmisrqa.aos_code) AND (stmaos.student_id = stmisrqa.student_id) " & _

                "WHERE (((stmaosx.aos_code)='" & strProgramme & "') AND ((stmaosx.student_id)='" & strStudentID & "') AND ((stmaosx.stage_ind)='E') AND ((stcsttyp.aos_type)='P')) " & _

                "ORDER BY stmaosx.aos_code, stmaosx.aos_year, stmaosx.acad_period;", cnStudents

            If rsProgSessions.EOF Then

                ' Add dummy programme, session and module elements since student is not enrolled on any programmes

                strDataTag = "<PROGRAMME><PROG_CODE/><PROG_DESC/><PROG_STAGE/><STUDY_MODE/><AWARD_CODE/><PROG_START_DATE/><PROG_FINISH_DATE/><SESSION><AOS_YEAR/><AOS_PERIOD/>" & _

                    "<SEMESTER><SEMESTER_NO></SEMESTER_NO><MODULE><LEVEL_CODE></LEVEL_CODE><MODULE_CODE></MODULE_CODE><MODULE_DESC></MODULE_DESC><MODULE_STAGE></MODULE_STAGE><MODULE_CREDITS></MODULE_CREDITS></MODULE></SEMESTER></SESSION></PROGRAMME>"

                GoTo Exit_ProcessDataQuery

            End If

            blnHasProgrammeData = True

            ' Open read-only recordset of student's modules

            Set rsModules = New Recordset

            rsModules.LockType = adLockReadOnly

            rsModules.CursorType = adOpenStatic

            rsModules.CursorLocation = adUseClient

            rsModules.open "SELECT stmaos.raoscd_link AS p_aos_code, stmaos.acad_period, stmaos.aos_period, stmaos.aos_code, stcsessd.full_desc, stmaos_1.procd_link AS l_aos_period, stsadstm.description AS stage_code_desc, stcasdet.credit_num, stcaostd.descripton " & _

                "FROM (((((stmaos INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code) INNER JOIN stmaos AS stmaos_1 ON (stmaos.procd_link = stmaos_1.aos_period) AND (stmaos.aoscd_link = stmaos_1.aos_code) AND (stmaos.stage_ind = stmaos_1.stage_ind) " & _

                "AND (stmaos.acad_period = stmaos_1.acad_period) AND (stmaos.student_id = stmaos_1.student_id)) INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) AND (stmaos.acad_period = stcsessd.acad_period) AND (stmaos.aos_code = stcsessd.aos_code)) " & _

                "INNER JOIN stsadstm ON stmaos.stage_code = stsadstm.stage_code) INNER JOIN stcasdet ON (stmaos.aos_period = stcasdet.aos_period) AND (stmaos.aos_code = stcasdet.aos_code) AND (stmaos.acad_period = stcasdet.acad_period)) LEFT JOIN stcaostd ON stmaos.aos_code = stcaostd.aos_code " & _

                "WHERE(((stmaos.raoscd_link) = '" & strProgramme & "') And ((stcsttyp.aos_type) = 'M') And ((stmaos.student_id) = '" & strStudentID & "')) " & _

                "ORDER BY stmaos.raoscd_link, stmaos.acad_period, stmaos.aos_period;", cnStudents

            Do Until rsProgSessions.EOF

                ' Process each programme sesssion record

                ' Build programme tag header based on programme details stored against current session

                strProgrammeTag = "<PROGRAMME><PROG_CODE>" & Trim(rsProgSessions!aos_code) & "</PROG_CODE><PROG_DESC>" & ConvertToValidXMLText(Trim(rsProgSessions!full_desc)) & "</PROG_DESC>" & _

                    "<PROG_STAGE>" & Trim(rsProgSessions!stage_code_desc) & "</PROG_STAGE><STUDY_MODE>" & Trim(rsProgSessions!attend_mode) & "</STUDY_MODE><AWARD_CODE>" & Trim(rsProgSessions!award_code) & "</AWARD_CODE>" & _

                    "<PROG_START_DATE>" & rsProgSessions!start_date & "</PROG_START_DATE><PROG_FINISH_DATE>" & rsProgSessions!end_date & "</PROG_FINISH_DATE>"

                If (rsProgSessions!aos_year = strProgrammeYear Or strProgrammeYear = "") Then

                    ' Build session tag header

                    strSessionTags = strSessionTags & "<SESSION><AOS_YEAR>" & rsProgSessions!aos_year & "</AOS_YEAR><AOS_PERIOD>" & rsProgSessions!aos_period & "</AOS_PERIOD>"

                    ' Get selected session code

                    strCurrSession = rsProgSessions!acad_period

                    If Not rsModules.EOF Then

                        If strProgrammeYear <> "" Then

                            ' Position selected record to first record with current academic session

                            rsModules.Find "acad_period = '" & strCurrSession & "'"

                        End If

                        If Not rsModules.EOF Then

                            Do Until rsModules!acad_period <> strCurrSession

                                ' Process each module record within selected session

                                If rsModules!aos_period <> strCurrSemester Then

                                    If strCurrSemester <> "" Then

                                        ' Add closing tag for previous semester element

                                        strSessionTags = strSessionTags & "</SEMESTER>"

                                    End If

                                    ' Add new semester element

                                    strCurrSemester = rsModules!aos_period

                                    strSessionTags = strSessionTags & "<SEMESTER><SEMESTER_NO>" & Trim(strCurrSemester) & "</SEMESTER_NO>"

                                End If

                                ' Add module element

                                ' Use complete module name if available

                                If (Not IsNull(rsModules!descripton)) And (Trim(rsModules!descripton) <> Trim(rsModules!aos_code)) Then

                                    ' Use complete module name

                                    strModuleName = Trim(rsModules!descripton)

                                Else

                                    ' Use shortened module name

                                    strModuleName = Trim(rsModules!full_desc)

                                End If

                                ' Add module tag to session tag

                                strSessionTags = strSessionTags & "<MODULE><LEVEL_CODE>" & Trim(rsModules!l_aos_period) & "</LEVEL_CODE><MODULE_CODE>" & Trim(rsModules!aos_code) & "</MODULE_CODE><MODULE_DESC>" & ConvertToValidXMLText(strModuleName) & "</MODULE_DESC><MODULE_STAGE>" & Trim(rsModules!stage_code_desc) & "</MODULE_STAGE><MODULE_CREDITS_AVAILABLE>" & rsModules!credit_num & "</MODULE_CREDITS_AVAILABLE></MODULE>"

                                rsModules.MoveNext

                                If rsModules.EOF Then

                                    Exit Do

                                End If

                            Loop

                            ' Reset selected semester

                            strCurrSemester = ""

                        Else

                            ' Add dummy semester and module elements since session has no modules associated

                            strSessionTags = strSessionTags & "<SEMESTER><SEMESTER_NO></SEMESTER_NO><MODULE><LEVEL_CODE></LEVEL_CODE><MODULE_CODE></MODULE_CODE><MODULE_DESC></MODULE_DESC><MODULE_STAGE></MODULE_STAGE><MODULE_CREDITS_AVAILABLE></MODULE_CREDITS_AVAILABLE></MODULE>"

                        End If

                        If strProgrammeYear <> "" Then

                            ' Reset current record to beginning of recordset if searching for module records

                            ' in a specified programme year

                            rsModules.MoveFirst

                        End If

                    Else

                        ' Add dummy semester and module elements since programme has no modules associated for any sessions

                        strSessionTags = strSessionTags & "<SEMESTER><SEMESTER_NO></SEMESTER_NO><MODULE><LEVEL_CODE></LEVEL_CODE><MODULE_CODE></MODULE_CODE><MODULE_DESC></MODULE_DESC><MODULE_STAGE></MODULE_STAGE><MODULE_CREDITS_AVAILABLE></MODULE_CREDITS_AVAILABLE></MODULE>"

                    End If

                    ' Add closing tags for session element

                    strSessionTags = strSessionTags & "</SEMESTER></SESSION>"

                End If

                rsProgSessions.MoveNext

            Loop

            If strSessionTags = "" Then

                ' Add default dummy session element

                strSessionTags = "<SESSION><AOS_YEAR/><AOS_PERIOD/><SEMESTER><SEMESTER_NO></SEMESTER_NO><MODULE><LEVEL_CODE></LEVEL_CODE><MODULE_CODE></MODULE_CODE><MODULE_DESC></MODULE_DESC><MODULE_STAGE></MODULE_STAGE><MODULE_CREDITS_AVAILABLE></MODULE_CREDITS_AVAILABLE></MODULE></SEMESTER></SESSION>"

            End If

            ' Add programme and session tags

            strDataTag = strProgrammeTag & strSessionTags & "</PROGRAMME>"

        Case SEARCH_BIOGR_INFO

            ' Extract the student id from the XML request

            strStudentID = mobjRequest.selectSingleNode("//SEARCHREQUEST/PARAMETERS/QLSID").Text

            Set rsStudents = New Recordset

            ' Open read-only recordset of student's data

            rsStudents.open "SELECT stmbiogr.title, stmbiogr.birth_dt, stmbiogr.gender, stmbiogr.kin_name_1 AS emergency_contact, stmbiogr.ukresdnt_yn, stmbiogr.nation_cd, stmbiogr.domicile_cd, stmbiogr.origin_code, stsxorgs.orgn_name AS lea_name, " & _

                "stmbiogr.source, stmbiogr.disability_1, stmbiogr.disability_2, stmbiogr.appl_date, stmbiogr.enrolled_dt, stmbiogr.student_status, faculty.description AS facultyname, campus.campusname " & _

                "FROM ((stmbiogr LEFT JOIN stsxorgs ON stmbiogr.current_lea = stsxorgs.orgn_code) LEFT JOIN campus ON stmbiogr.geolocn_code = campus.campuscode) LEFT JOIN faculty ON stmbiogr.dept_code = faculty.dept_code " & _

                "WHERE (((stmbiogr.student_id) = '" & strStudentID & "'));", cnStudents, adOpenStatic, adLockReadOnly, adCmdText

            strDataTag = "<TITLE>" & Trim(rsStudents!Title) & "</TITLE><BIRTH_DATE>" & rsStudents!birth_dt & "</BIRTH_DATE><GENDER>" & rsStudents!gender & "</GENDER><EMERGENCY_CONTACT>" & ConvertToValidXMLText(Trim(rsStudents!emergency_contact)) & _

                "</EMERGENCY_CONTACT><UK_RESIDENT>" & rsStudents!ukresdnt_yn & "</UK_RESIDENT><NATIONALITY>" & Trim(rsStudents!nation_cd) & "</NATIONALITY><COUNTRY_OF_DOMICILE>" & Trim(rsStudents!domicile_cd) & "</COUNTRY_OF_DOMICILE>" & _

                "<ETHNIC_ORIGIN>" & ConvertToValidXMLText(GetEthnicOriginDesc(Trim(rsStudents!origin_code), cnStudents)) & "</ETHNIC_ORIGIN><LEA>" & ConvertToValidXMLText(Trim(rsStudents!lea_name)) & "</LEA><SOURCE>" & _

                ConvertToValidXMLText(GetDMUAwarenessSourceDesc(Trim(rsStudents!Source))) & "</SOURCE><REGISTERED_DISABLED>" & ConvertToValidXMLText(GetRegisteredDisabledDesc(Trim(rsStudents!disability_1), cnStudents)) & "</REGISTERED_DISABLED><DISABILITY>" & _

                ConvertToValidXMLText(GetDisabilityDesc(Trim(rsStudents!disability_2), cnStudents)) & "</DISABILITY><APPL_DATE>" & rsStudents!appl_date & "</APPL_DATE><ENROL_DATE>" & rsStudents!enrolled_dt & "</ENROL_DATE><STUDENT_STATUS>" & _

                ConvertToValidXMLText(GetStudentStatusDesc(rsStudents!student_status)) & "</STUDENT_STATUS><FACULTY>" & ConvertToValidXMLText(Trim(rsStudents!facultyname)) & "</FACULTY><CAMPUS>" & ConvertToValidXMLText(Trim(rsStudents!campusname)) & "</CAMPUS>"

            ' Close recordset of student's biographical data

            rsStudents.Close

            ' Retrieve student's home address data

            rsStudents.open "SELECT stmadres.room_number, stmadres.add_1, stmadres.add_2, stmadres.add_3, stmadres.add_4, stmadres.post_code, stmadres.tele_no, stmadres.alt_tele_no " & _

                "FROM stmbiogr INNER JOIN stmadres ON (stmbiogr.perm_add_id = stmadres.add_id) AND (stmbiogr.student_id = stmadres.student_id) " & _

                "WHERE (((stmadres.student_id)='" & strStudentID & "'));", cnStudents, adOpenStatic, adLockReadOnly, adCmdText

            If Not rsStudents.EOF Then

                ' Build home address tags

                strHomeAddrTags = "<H_ROOM_NUMBER>" & Trim(rsStudents!room_number) & "</H_ROOM_NUMBER><H_ADD_1>" & _

                    Trim(rsStudents!add_1) & "</H_ADD_1><H_ADD_2>" & Trim(rsStudents!add_2) & "</H_ADD_2><H_ADD_3>" & _

                    Trim(rsStudents!add_3) & "</H_ADD_3><H_ADD_4>" & Trim(rsStudents!add_4) & "</H_ADD_4><H_POST_CODE>" & _

                    Trim(rsStudents!post_code) & "</H_POST_CODE><H_TEL_NO>" & Trim(rsStudents!tele_no) & "</H_TEL_NO><H_ALT_TEL_NO>" & _

                    Trim(rsStudents!alt_tele_no) & "</H_ALT_TEL_NO>"

            Else

                ' Return empty home address tags

                strHomeAddrTags = "<H_ROOM_NUMBER/><H_ADD_1/><H_ADD_2/><H_ADD_3/><H_ADD_4/><H_POST_CODE/><H_TEL_NO/><H_ALT_TEL_NO/>"

            End If

            ' Close recordset of student's home address data

            rsStudents.Close

            ' Retrieve student's term-time address data

            rsStudents.open "SELECT stmadres.room_number, stmadres.add_1, stmadres.add_2, stmadres.add_3, stmadres.add_4, stmadres.post_code, stmadres.tele_no, stmadres.alt_tele_no " & _

                "FROM stmbiogr INNER JOIN stmadres ON (stmbiogr.term_add_id = stmadres.add_id) AND (stmbiogr.student_id = stmadres.student_id) " & _

                "WHERE (((stmadres.student_id)='" & strStudentID & "'));", cnStudents, adOpenStatic, adLockReadOnly, adCmdText

            If Not rsStudents.EOF Then

                ' Build term-time address tags

                strTermTimeAddrTags = "<T_ROOM_NUMBER>" & Trim(rsStudents!room_number) & "</T_ROOM_NUMBER><T_ADD_1>" & _

                    Trim(rsStudents!add_1) & "</T_ADD_1><T_ADD_2>" & Trim(rsStudents!add_2) & "</T_ADD_2><T_ADD_3>" & _

                    Trim(rsStudents!add_3) & "</T_ADD_3><T_ADD_4>" & Trim(rsStudents!add_4) & "</T_ADD_4><T_POST_CODE>" & _

                    Trim(rsStudents!post_code) & "</T_POST_CODE><T_TEL_NO>" & Trim(rsStudents!tele_no) & "</T_TEL_NO><T_ALT_TEL_NO>" & _

                    Trim(rsStudents!alt_tele_no) & "</T_ALT_TEL_NO>"

            Else

                ' Return empty term-time address tags

                strTermTimeAddrTags = "<T_ROOM_NUMBER/><T_ADD_1/><T_ADD_2/><T_ADD_3/><T_ADD_4/><T_POST_CODE/><T_TEL_NO/><T_ALT_TEL_NO/>"

            End If

            ' Build biographical details tag

            strDataTag = "<BIOGRAPHICAL>" & strDataTag & "<ADDRESS>" & strHomeAddrTags & strTermTimeAddrTags & "</ADDRESS></BIOGRAPHICAL>"

        Case SEARCH_ASSESSMENTS

            blnHasProgrammeData = False

            ' Extract the student id from the XML request

            strStudentID = mobjRequest.selectSingleNode("//SEARCHREQUEST/PARAMETERS/QLSID").Text

            ' Open read-only recordset of student's programmes

            Set rsProgrammes = New Recordset

            rsProgrammes.LockType = adLockReadOnly

            rsProgrammes.CursorType = adOpenStatic

            rsProgrammes.open "SELECT DISTINCT stmaos.aos_code, stcsessd.full_desc " & _

                "FROM (stmaos INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code) INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) AND (stmaos.acad_period = stcsessd.acad_period) AND (stmaos.aos_code = stcsessd.aos_code) " & _

                "WHERE (((stcsttyp.aos_type)='P') AND ((stmaos.stage_ind)='E') AND ((stmaos.student_id)='" & strStudentID & "'));", cnStudents

            If rsProgrammes.EOF Then

                ' Add dummy programme, level and module elements since student is not enrolled on any programmes

                strDataTag = "<PROGRAMME><PROG_CODE/><PROG_DESC/><LEVEL><LEVEL_CODE/>" & _

                    "<MODULE><SESSION/><SEMESTER/><MODULE_CODE/><MODULE_DESC/><MODULE_CREDITS_AVAILABLE/><MODULE_CREDITS_AWARDED/><GRADE/></MODULE>" & _

                    "<PROGRESSION_CODE/><PROGRESSION_DECISION/><PROGRESSION_TEXT/></LEVEL></PROGRAMME>"

                GoTo Exit_ProcessDataQuery

            End If

            blnHasProgrammeData = True

            Set rsLevels = New Recordset

            ' Open read-only recordset of student's levels

            Set rsLevels = New Recordset

            rsLevels.LockType = adLockReadOnly

            rsLevels.CursorType = adOpenStatic

            rsLevels.open "SELECT stmaos.raoscd_link AS p_aos_code, stmaos.aos_period, stmaos.acad_period, staprgrs.progression_code, staprgrs.progression_date, staprgrs.progression_text, stafrpcd.full_desc " & _

                "FROM ((stmaos LEFT JOIN staprgrs ON (stmaos.student_id = staprgrs.student_id) AND (stmaos.acad_period = staprgrs.acad_period) AND (stmaos.aos_code = staprgrs.aos_code) AND (stmaos.aos_period = staprgrs.aos_period)) LEFT JOIN stafrpcd ON (staprgrs.acad_period = stafrpcd.acad_period) AND (staprgrs.progression_code = stafrpcd.frp_code)) INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code " & _

                "WHERE (((stmaos.student_id) = '" & strStudentID & "') And ((stcsttyp.aos_type) = 'L')) " & _

                "ORDER BY stmaos.raoscd_link, stmaos.aos_period, stmaos.acad_period;", cnStudents

            ' Open read-only recordset of student's modules

            Set rsModules = New Recordset

            rsModules.LockType = adLockReadOnly

            rsModules.CursorType = adOpenStatic

            rsModules.open "SELECT stmaos.raoscd_link AS p_aos_code, stmaos_1.procd_link AS l_aos_period, stmaos.rprocd_link AS p_aos_period, stmaos.aos_code, stmaos.aos_period, stcsessd.full_desc, stcaostd.descripton, stacredt.tot_credits, stahemog.orig_grade, stahemog.final_grade " & _

                "FROM (((((stmaos INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code) INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) AND (stmaos.acad_period = stcsessd.acad_period) AND (stmaos.aos_code = stcsessd.aos_code)) LEFT JOIN stacredt ON (stmaos.student_id = stacredt.student_id) " & _

                "AND (stmaos.aos_period = stacredt.aos_period) AND (stmaos.aos_code = stacredt.aos_code) AND (stmaos.acad_period = stacredt.acad_period)) LEFT JOIN stahemog ON (stmaos.student_id = stahemog.student_id) AND (stmaos.aos_period = stahemog.aos_period) AND (stmaos.aos_code = stahemog.aos_code) " & _

                "AND (stmaos.acad_period = stahemog.acad_period)) LEFT JOIN stcaostd ON stmaos.aos_code = stcaostd.aos_code) INNER JOIN stmaos AS stmaos_1 ON (stmaos.procd_link = stmaos_1.aos_period) AND (stmaos.aoscd_link = stmaos_1.aos_code) AND (stmaos.stage_ind = stmaos_1.stage_ind) AND (stmaos.acad_period = stmaos_1.acad_period) AND (stmaos.student_id = stmaos_1.student_id) " & _

                "WHERE (((stmaos.student_id) = '" & strStudentID & "') And ((stcsttyp.aos_type) = 'M')) " & _

                "ORDER BY stmaos.raoscd_link, stmaos_1.procd_link, stmaos.aos_code, stmaos.aos_period;", cnStudents

            Do Until rsProgrammes.EOF

                ' Add programme element

                strCurrProgramme = rsProgrammes!aos_code

                strProgrammeTag = "<PROGRAMME><PROG_CODE>" & Trim(strCurrProgramme) & "</PROG_CODE><PROG_DESC>" & ConvertToValidXMLText(Trim(rsProgrammes!full_desc)) & "</PROG_DESC>"

                strLevelTags = ""

                strCurrLevel = ""

                If Not rsLevels.EOF Then

                    ' Check if the current level record relates to the current programme

                    If rsLevels!p_aos_code = strCurrProgramme Then

                        Do Until rsLevels!p_aos_code <> strCurrProgramme

                            If strCurrLevel <> rsLevels!aos_period Then

                                ' Add level element

                                If strLevelTags <> "" Then

                                    ' Add closing tag for programme's previous level element

                                    strLevelTags = strLevelTags & "</LEVEL>"

                                End If

                                ' Build level tag

                                strCurrLevel = rsLevels!aos_period

                                strLevelTags = strLevelTags & "<LEVEL><LEVEL_CODE>" & Trim(rsLevels!aos_period) & "</LEVEL_CODE>"

                                ' Add module assessment elements

                                If Not rsModules.EOF Then

                                    Do Until (rsModules!p_aos_code <> strCurrProgramme) Or (rsModules!l_aos_period <> strCurrLevel)

                                        ' Use complete module name if available

                                        If (Not IsNull(rsModules!descripton)) And (Trim(rsModules!descripton) <> Trim(rsModules!aos_code)) Then

                                            ' Use complete module name

                                            strModuleName = Trim(rsModules!descripton)

                                        Else

                                            ' Use shortened module name

                                            strModuleName = Trim(rsModules!full_desc)

                                        End If

                                        ' Get module credits awarded

                                        If Not IsNull(rsModules!tot_credits) Then

                                            strModuleCreditsAwarded = CStr(rsModules!tot_credits)

                                        Else

                                            strModuleCreditsAwarded = ""

                                        End If

                                        ' Get module grade achieved

                                        If Not IsNull(rsModules!final_grade) Then

                                            ' Use final grade if one exists

                                            strModuleGrade = Trim(rsModules!final_grade)

                                        Else

                                            ' Use original grade

                                            If Not IsNull(rsModules!orig_grade) Then

                                                strModuleGrade = Trim(rsModules!orig_grade)

                                            Else

                                                strModuleGrade = ""

                                            End If

                                        End If

                                        ' Add module tag to level tag

                                        strLevelTags = strLevelTags & "<MODULE><SESSION>" & Mid(rsModules!p_aos_period, 4) & "</SESSION><SEMESTER>" & Trim(rsModules!aos_period) & "</SEMESTER>" & _

                                            "<MODULE_CODE>" & Trim(rsModules!aos_code) & "</MODULE_CODE><MODULE_DESC>" & ConvertToValidXMLText(strModuleName) & "</MODULE_DESC>" & _

                                            "<MODULE_CREDITS_AWARDED>" & strModuleCreditsAwarded & "</MODULE_CREDITS_AWARDED><GRADE>" & strModuleGrade & "</GRADE></MODULE>"

                                        rsModules.MoveNext

                                        If rsModules.EOF Then

                                            Exit Do

                                        End If

                                    Loop

                                Else

                                    ' Add dummy module element as level has no associated modules

                                    strLevelTags = strLevelTags & "<MODULE><SESSION/><MODULE_CODE/><MODULE_DESC/><MODULE_CREDITS_AVAILABLE/><MODULE_CREDITS_AWARDED/><GRADE/></MODULE>"

                                End If

                            End If

                            ' Add progression element

                            strLevelTags = strLevelTags & "<PROGRESSION><SESSION>" & Trim(Mid(rsLevels!acad_period, 3)) & "</SESSION><PROGRESSION_CODE>" & Trim(rsLevels!progression_code) & "</PROGRESSION_CODE>" & _

                                "<PROGRESSION_DECISION>" & Trim(rsLevels!full_desc) & "</PROGRESSION_DECISION>" & _

                                "<PROGRESSION_TEXT>" & Trim(rsLevels!progression_text) & "</PROGRESSION_TEXT>" & _

                                "<PROGRESSION_DATE>" & rsLevels!progression_date & "</PROGRESSION_DATE></PROGRESSION>"

                            rsLevels.MoveNext

                            If rsLevels.EOF Then

                                Exit Do

                            End If

                        Loop

                    Else

                        ' Add dummy level and module elements since programme has no level information

                        strLevelTags = strLevelTags & "<LEVEL><LEVEL_CODE/>" & _

                            "<MODULE><SESSION/><SEMESTER/><MODULE_CODE/><MODULE_DESC/><MODULE_CREDITS_AVAILABLE/><MODULE_CREDITS_AWARDED/><GRADE/></MODULE>" & _

                            "<PROGRESSION><PROGRESSION_CODE/><PROGRESSION_DECISION/><PROGRESSION_TEXT/><PROGRESSION_DATE/></PROGRESSION>"

                    End If

                Else

                    ' Add dummy level and module elements since programme has no level information

                    strLevelTags = strLevelTags & "<LEVEL><LEVEL_CODE/>" & _

                    "<MODULE><SESSION/><SEMESTER/><MODULE_CODE/><MODULE_DESC/><MODULE_CREDITS_AVAILABLE/><MODULE_CREDITS_AWARDED/><GRADE/></MODULE>" & _

                    "<PROGRESSION><PROGRESSION_CODE/><PROGRESSION_DECISION/><PROGRESSION_TEXT/><PROGRESSION_DATE/></PROGRESSION>"

                End If

                ' Add programme and level tags to data tag

                strDataTag = strDataTag & strProgrammeTag & strLevelTags & "</LEVEL></PROGRAMME>"

                rsProgrammes.MoveNext

            Loop

        Case SEARCH_ASSESSMENT_MODULE_COMPONENTS

            ' Get QLS query criteria from XML request message

            strStudentID = mobjRequest.selectSingleNode("//SEARCHREQUEST/PARAMETERS/QLSID").Text

            strCurrProgramme = mobjRequest.selectSingleNode("//SEARCHREQUEST/PARAMETERS/PROG_CODE").Text

            strCurrLevel = mobjRequest.selectSingleNode("//SEARCHREQUEST/PARAMETERS/LEVEL_CODE").Text

            Set rsModules = New Recordset

            ' Open read-only recordset of student's modules

            Set rsModules = New Recordset

            rsModules.LockType = adLockReadOnly

            rsModules.CursorType = adOpenStatic

            rsModules.open "SELECT stmaos.aos_code, stmaos.aos_period, stmaos.rprocd_link AS p_aos_period, stacredt.tot_credits, stahemog.orig_grade, stahemog.final_grade, stahemog.resit_att, stahestr.assessment_id, stahestr.grade, stahestr.mark, stahestr.override_grade, stahelnk.weighting_factor, staheass.description " & _

                "FROM ((((((stmaos INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code) LEFT JOIN stacredt ON (stmaos.student_id = stacredt.student_id) AND (stmaos.aos_period = stacredt.aos_period) AND (stmaos.aos_code = stacredt.aos_code) AND (stmaos.acad_period = stacredt.acad_period)) LEFT JOIN stahemog ON (stmaos.student_id = stahemog.student_id) " & _

                "AND (stmaos.aos_period = stahemog.aos_period) AND (stmaos.aos_code = stahemog.aos_code) AND (stmaos.acad_period = stahemog.acad_period)) LEFT JOIN stahestr ON (stmaos.aos_period = stahestr.aos_period) AND (stmaos.aos_code = stahestr.aos_code) AND (stmaos.student_id = stahestr.student_id) AND (stmaos.acad_period = stahestr.acad_period)) " & _

                "LEFT JOIN stahelnk ON (stahestr.assessment_id = stahelnk.assessment_id) AND (stahestr.aos_period = stahelnk.aos_period) AND (stahestr.aos_code = stahelnk.aos_code) AND (stahestr.acad_period = stahelnk.acad_period)) LEFT JOIN staheass ON stahelnk.assessment_id = staheass.assessment_id) INNER JOIN stmaos AS stmaos_1 ON (stmaos.procd_link = stmaos_1.aos_period) " & _

                "AND (stmaos.aoscd_link = stmaos_1.aos_code) AND (stmaos.stage_ind = stmaos_1.stage_ind) AND (stmaos.acad_period = stmaos_1.acad_period) AND (stmaos.student_id = stmaos_1.student_id) " & _

                "WHERE (((stmaos.student_id) = '" & strStudentID & "') And ((stcsttyp.aos_type) = 'M') And ((stmaos.raoscd_link) = '" & strCurrProgramme & "') And ((stmaos_1.procd_link) = '" & strCurrLevel & "')) " & _

                "ORDER BY stmaos.aos_code, stmaos.aos_period, stahestr.assessment_id;", cnStudents

            If Not rsModules.EOF Then

                Do Until rsModules.EOF

                    ' Process each module record

                    If strCurrModule <> rsModules!aos_code Then

                        If strCurrModule <> "" Then

                            ' Add closing tag for previous module element

                            strLevelTags = strLevelTags & strModuleTags & "</MODULE>"

                            strModuleTags = ""

                        End If

                        ' Add module element

                        strCurrModule = rsModules!aos_code

                        ' Get module grade achieved

                        If Not IsNull(rsModules!final_grade) Then

                            ' Use final grade if one exists

                            strModuleGrade = Trim(rsModules!final_grade)

                        Else

                            ' Use original grade

                            If Not IsNull(rsModules!orig_grade) Then

                                strModuleGrade = Trim(rsModules!orig_grade)

                            Else

                                strModuleGrade = ""

                            End If

                        End If

                        ' Get module credits awarded

                        If Not IsNull(rsModules!tot_credits) Then

                            strModuleCreditsAwarded = CStr(rsModules!tot_credits)

                        Else

                            strModuleCreditsAwarded = ""

                        End If

                        ' Determine module outcome

                        If strModuleGrade = "" Then

                            strModuleOutcome = ""

                        ElseIf strModuleGrade = "F" Then

                            strModuleOutcome = "Fail"

                        ElseIf strModuleGrade = "S" Then

                            strModuleOutcome = "Defer"

                        ElseIf strModuleGrade = "U" Then

                            strModuleOutcome = "(" & strModuleCreditsAwarded & ")"

                        Else

                            strModuleOutcome = "Pass(" & strModuleCreditsAwarded & ")"

                        End If

                        ' Build module tag

                        strModuleTags = "<MODULE><MODULE_CODE>" & Trim(strCurrModule) & "</MODULE_CODE><SESSION>" & Mid(rsModules!p_aos_period, 4) & "</SESSION><SEMESTER>" & Trim(rsModules!aos_period) & "</SEMESTER>" & _

                            "<RESIT_ATTEMPT>" & rsModules!resit_att & "</RESIT_ATTEMPT><MODULE_GRADE>" & strModuleGrade & "</MODULE_GRADE><MODULE_OUTCOME>" & strModuleOutcome & "</MODULE_OUTCOME>"

                    End If

                    ' Get module component weighting

                    If IsNull(rsModules!weighting_factor) Then

                        strModuleComponentWeighting = ""

                    Else

                        strModuleComponentWeighting = CStr((rsModules!weighting_factor / 100)) & "%"

                    End If

                    ' Determine module component result

                    If rsModules!override_grade <> "" Then

                        ' Use module component override grade

                        strModuleComponentResult = Trim(rsModules!override_grade)

                    ElseIf rsModules!grade <> "" Then

                        ' Use module component grade

                        strModuleComponentResult = Trim(rsModules!grade)

                    Else

                        ' Use module component mark

                        If IsNull(rsModules!mark) Then

                            strModuleComponentResult = ""

                        ElseIf rsModules!mark = 0 Then

                            strModuleComponentResult = "0"

                        Else

                            strModuleComponentResult = CStr(Int(((rsModules!mark / 1000) + 0.5)))

                        End If

                    End If

                    ' Add module component tags to module tags

                    strModuleTags = strModuleTags & "<MODULE_COMPONENT><ASSESSMENT_ID>" & Left(rsModules!assessment_id, 3) & Right(Trim(rsModules!assessment_id), 1) & "</ASSESSMENT_ID>" & _

                        "<ASSESSMENT_DESC>" & Trim(rsModules!Description) & "</ASSESSMENT_DESC>" & _

                        "<WEIGHTING>" & strModuleComponentWeighting & "</WEIGHTING>" & _

                        "<RESULT>" & strModuleComponentResult & "</RESULT></MODULE_COMPONENT>"

                    rsModules.MoveNext

                Loop

                ' Add module tags to level tags

                strLevelTags = strLevelTags & strModuleTags & "</MODULE>"

            Else

                ' Add dummy module and component element as level has no associated modules

                strLevelTags = "<MODULE><MODULE_CODE/><SESSION/><SEMESTER/><RESIT_ATTEMPT/><MODULE_GRADE/><MODULE_OUTCOME/>" & _

                    "<MODULE_COMPONENT><ASSESSMENT_ID/><ASSESSMENT_DESC/><WEIGHTING/><RESULT/></MODULE_COMPONENT></MODULE>"

            End If

            strDataTag = strLevelTags

        Case IMS_SEARCH_STUDENT_MODULES

            mblnIMSQuery = True

            blnHasProgrammeData = False

            ' Extract the student id from the XML request

            strStudentID = mobjRequest.selectSingleNode("//SEARCHREQUEST/PARAMETERS/QLSID").Text

            ' Open read-only recordset of minimum student data required to build a person object

            Set rsStudents = New Recordset

            rsStudents.LockType = adLockReadOnly

            rsStudents.CursorType = adOpenStatic

            rsStudents.open "SELECT stmbiogr.forename, stmbiogr.surname, stmbiogr.student_id " & _

                "FROM stmbiogr WHERE (((stmbiogr.student_id)='" & strStudentID & "'));", cnStudents, adOpenStatic

            ' Build Person object

            strDataTag = "<SOURCEDID><SOURCE>QLS</SOURCE><ID>" & Trim(rsStudents!student_id) & "</ID></SOURCEDID>" & _

                "<NAME><FN>" & Trim(rsStudents!forename) & " " & Trim(rsStudents!surname) & "</FN></NAME>"

            strDataTag = "<PERSON>" & strDataTag & "</PERSON>"

            ' Open read-only recordset of student's programmes per session

            Set rsProgSessions = New Recordset

            rsProgSessions.LockType = adLockReadOnly

            rsProgSessions.CursorType = adOpenStatic

            rsProgSessions.open "SELECT stmaos.student_id, stmaos.aos_code, stcsessd.full_desc AS aos_desc, stmisrqa.start_date, stmisrqa.end_date, stcsessd.dept_code, strdeprt.description AS dept_desc, stcsttyp.aos_type " & _

                "FROM (((stmaos INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) AND (stmaos.acad_period = stcsessd.acad_period) AND (stmaos.aos_code = stcsessd.aos_code)) " & _

                "INNER JOIN stmisrqa ON (stmaos.acad_period = stmisrqa.acad_period) AND (stmaos.aos_period = stmisrqa.aos_period) AND (stmaos.aos_code = stmisrqa.aos_code) AND (stmaos.student_id = stmisrqa.student_id)) " & _

                "INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code) INNER JOIN strdeprt ON stcsessd.dept_code = strdeprt.dept_code " & _

                "WHERE (((stcsttyp.aos_type)='P') AND ((stmaos.student_id)='" & strStudentID & "') AND ((stmaos.stage_code)='PE' Or (stmaos.stage_code)='ER'));", cnStudents, adOpenStatic

            If rsProgSessions.EOF Then

                GoTo Exit_ProcessDataQuery

            End If

            blnHasProgrammeData = True

            ' Open read-only recordset of student's modules

            Set rsModules = New Recordset

            rsModules.LockType = adLockReadOnly

            rsModules.CursorType = adOpenStatic

            rsModules.open "SELECT stmaos.raoscd_link AS p_aos_code, stmaos.acad_period, stmaos.rprocd_link AS p_aos_period, stmaos.aos_period AS semester, stmaos.aos_code, stcaostd.descripton AS aos_long_desc, stcsessd.full_desc AS aos_short_desc, stcsessd.dept_code, strdeprt.description AS dept_desc, stcsttyp.aos_type " & _

                "FROM (((stmaos INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code) LEFT JOIN stcaostd ON stmaos.aos_code = stcaostd.aos_code) INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) AND (stmaos.acad_period = stcsessd.acad_period) AND (stmaos.aos_code = stcsessd.aos_code)) INNER JOIN strdeprt ON stcsessd.dept_code = strdeprt.dept_code " & _

                "WHERE (((stcsttyp.aos_type) = 'M') And ((stmaos.student_id) = '" & strStudentID & "')) " & _

                "ORDER BY stmaos.raoscd_link, stmaos.acad_period, stmaos.aos_period;", cnStudents, adOpenStatic

            ' Create group elements for each programme and it's associated modules

            Do Until rsProgSessions.EOF

                ' Process each programme session record

                If rsProgSessions!aos_code <> strCurrProgramme Then

                    If strCurrProgramme <> "" Then

                        ' Add group elements for previous programme

                        strDataTag = strDataTag & strIMSProgrammeGroupTag

                        ' Append closing tag to previous programme's membership element

                        strIMSMembershipTags = strIMSMembershipTags & "</MEMBERSHIP>"

                    End If

                    ' Get selected programme code

                    strCurrProgramme = rsProgSessions!aos_code

                    ' Create membership element for student's programme

                    ' Create membership element header for current programme's modules

                    strIMSMembershipTags = strIMSMembershipTags & "<MEMBERSHIP><SOURCEDID><SOURCE>QLS</SOURCE><ID>" & Trim(strCurrProgramme) & "</ID></SOURCEDID>"

                    ' Create member tag to show student is taking the current programme

                    strIMSMemberTag = "<SOURCEDID><SOURCE>QLS</SOURCE><ID>" & Trim(rsProgSessions!student_id) & "</ID></SOURCEDID>"

                    strIMSMemberTag = strIMSMemberTag & "<IDTYPE idtype=""" & gIMS_IDType.Person & """/><ROLE transaction=""" & gIMS_RecStatus.Add & """ roletype=""" & gIMS_ROLETYPE_LEARNER & """><STATUS>" & gIMS_Status.Active & "</STATUS></ROLE>"

                    strIMSMemberTag = "<MEMBER>" & strIMSMemberTag & "</MEMBER>"

                    ' Append member tag to programme membership tag

                    strIMSMembershipTags = strIMSMembershipTags & strIMSMemberTag

                End If

                ' Build programme group sub-elements

                strIMSProgrammeGroupTag = "<SOURCEDID><SOURCE>QLS</SOURCE><ID>" & Trim(strCurrProgramme) & "</ID></SOURCEDID>"

                strIMSProgrammeGroupTag = strIMSProgrammeGroupTag & "<GROUPTYPE><TYPEVALUE level=""" & rsProgSessions!aos_type & """></TYPEVALUE></GROUPTYPE>"

                strIMSProgrammeGroupTag = strIMSProgrammeGroupTag & "<DESCRIPTION><SHORT>" & ConvertToValidXMLText(Trim(rsProgSessions!aos_desc)) & "</SHORT></DESCRIPTION>"

                strIMSProgrammeGroupTag = strIMSProgrammeGroupTag & "<ORG><ORGNAM>" & ConvertToValidXMLText(Trim(rsProgSessions!dept_desc)) & "</ORGNAM><TYPE>Faculty</TYPE><ID>" & rsProgSessions!dept_code & "</ID></ORG>"

                strIMSProgrammeGroupTag = strIMSProgrammeGroupTag & "<TIMEFRAME><BEGIN restrict = """ & gIMS_Restrict.No & """>" & Format(rsProgSessions!start_date, gIMS_DATE_FORMAT) & "</BEGIN><END restrict = """ & gIMS_Restrict.No & """>" & Format(rsProgSessions!end_date, gIMS_DATE_FORMAT) & "</END></TIMEFRAME>"

                strIMSProgrammeGroupTag = "<GROUP>" & strIMSProgrammeGroupTag & "</GROUP>"

                ' Create group and programme member elements for each of current programme's modules

                If Not rsModules.EOF Then

                    If strCurrProgramme = rsModules!p_aos_code Then

                        Do Until (strCurrProgramme <> rsModules!p_aos_code)

                            ' Build module group sub-elements

                            strIMSModuleGroupTag = "<SOURCEDID><SOURCE>QLS</SOURCE><ID>" & Trim(rsModules!aos_code) & "</ID></SOURCEDID>"

                            strIMSModuleGroupTag = strIMSModuleGroupTag & "<GROUPTYPE><TYPEVALUE level=""" & rsModules!aos_type & """></TYPEVALUE></GROUPTYPE>"

                            strIMSModuleGroupTag = strIMSModuleGroupTag & "<DESCRIPTION><SHORT>" & ConvertToValidXMLText(Trim(rsModules!aos_short_desc)) & "</SHORT><LONG>" & ConvertToValidXMLText(Trim(rsModules!aos_long_desc)) & "</LONG></DESCRIPTION>"

                            strIMSModuleGroupTag = strIMSModuleGroupTag & "<ORG><ORGNAM>" & ConvertToValidXMLText(Trim(rsModules!dept_desc)) & "</ORGNAM><TYPE>Faculty</TYPE><ID>" & rsModules!dept_code & "</ID></ORG>"

                            strIMSModuleGroupTag = strIMSModuleGroupTag & "<TIMEFRAME><ADMINPERIOD>Period: " & rsModules!p_aos_period & ", Semester: " & Trim(rsModules!semester) & "</ADMINPERIOD></TIMEFRAME>"

                            strIMSModuleGroupTag = "<GROUP>" & strIMSModuleGroupTag & "</GROUP>"

                            ' Append group to other module group elements

                            strIMSModuleGroupTags = strIMSModuleGroupTags & strIMSModuleGroupTag

                            ' Build module's programme member element

                            strIMSMemberTag = "<SOURCEDID><SOURCE>QLS</SOURCE><ID>" & Trim(rsModules!aos_code) & "</ID></SOURCEDID>"

                            strIMSMemberTag = strIMSMemberTag & "<IDTYPE idtype=""" & gIMS_IDType.Group & """/><ROLE transaction=""" & gIMS_RecStatus.Add & """ roletype=""" & gIMS_ROLETYPE_MEMBER & """><STATUS>" & gIMS_Status.Active & "</STATUS></ROLE>"

                            strIMSMemberTag = "<MEMBER>" & strIMSMemberTag & "</MEMBER>"

                            ' Append member tag to programme membership tag

                            strIMSMembershipTags = strIMSMembershipTags & strIMSMemberTag

                            rsModules.MoveNext

                            If rsModules.EOF Then

                                Exit Do

                            End If

                        Loop

                    End If

                End If

                rsProgSessions.MoveNext

            Loop

            ' Append closing tag to last programme's membership element

            strIMSMembershipTags = strIMSMembershipTags & "</MEMBERSHIP>"

            ' Concatenate group and membership tags to other elements

            strDataTag = strDataTag & strIMSProgrammeGroupTag & strIMSModuleGroupTags & strIMSMembershipTags

        Case IMS_SEARCH_BIOGR_INFO

            mblnIMSQuery = True

            ' Extract the student id from the XML request

            strStudentID = mobjRequest.selectSingleNode("//SEARCHREQUEST/PARAMETERS/QLSID").Text

            ' Open read-only recordset of student's data

            Set rsStudents = New Recordset

            rsStudents.LockType = adLockReadOnly

            rsStudents.CursorType = adOpenStatic

            rsStudents.open "SELECT stmbiogr.student_id, stmgcode.institution_id, stmbiogr.title, stmbiogr.forename, stmbiogr.surname, stmbiogr.birth_dt, stmbiogr.gender, stmpict.picture, stmadres.tele_no, stmadres.po_box_no, stmadres.room_number, stmadres.add_1, stmadres.add_2, stmadres.add_3, stmadres.add_4, stmadres.post_code " & _

                "FROM ((stmbiogr INNER JOIN stmgcode ON stmbiogr.student_id = stmgcode.student_id) INNER JOIN stmpict ON stmbiogr.student_id = stmpict.student_id) LEFT JOIN stmadres ON (stmbiogr.student_id = stmadres.student_id) AND (stmbiogr.term_add_id = stmadres.add_id) " & _

                "WHERE (((stmbiogr.student_id)='" & strStudentID & "'));", cnStudents

            ' Build data tag

            strDataTag = "<SOURCEDID><SOURCE>QLS</SOURCE><ID>" & Trim(rsStudents!student_id) & "</ID></SOURCEDID>" & _

                "<USERID>" & Trim(rsStudents!institution_id) & "</USERID><NAME><FN>" & Trim(rsStudents!forename) & " " & Trim(rsStudents!surname) & "</FN><N><FAMILY>" & Trim(rsStudents!surname) & "</FAMILY><GIVEN>" & Trim(rsStudents!forename) & "</GIVEN><PREFIX>" & Trim(rsStudents!Title) & "</PREFIX></N></NAME>" & _

                "<DEMOGRAPHICS><GENDER>" & rsStudents!gender & "</GENDER><BDAY>" & Format(rsStudents!birth_dt, gIMS_DATE_FORMAT) & "</BDAY></DEMOGRAPHICS>" & _

                "<TEL teltype=""1"">" & Trim(rsStudents!tele_no) & "</TEL><ADR><POBOX>" & Trim(rsStudents!po_box_no) & "</POBOX><EXTADD>" & Trim(rsStudents!room_number) & "</EXTADD><STREET>" & Trim(rsStudents!add_1) & "</STREET><LOCALITY>" & Trim(rsStudents!add_2) & "</LOCALITY><REGION>" & Trim(rsStudents!add_3) & "</REGION><PCODE>" & Trim(rsStudents!post_code) & "</PCODE><COUNTRY>" & Trim(rsStudents!add_4) & "</COUNTRY></ADR>" & _

                "<PHOTO imgtype=""" & Right(rsStudents!Picture, 3) & """><EXTREF value=""TEXT"">" & Mid(rsStudents!Picture, 23) & "</EXTREF></PHOTO>"

            strDataTag = "<PERSON>" & strDataTag & "</PERSON>"

        Case IMS_SEARCH_ASSESSMENTS

            ' Get QLS query criteria from XML request message

            strStudentID = mobjRequest.selectSingleNode("//SEARCHREQUEST/PARAMETERS/QLSID").Text

            strCurrProgramme = mobjRequest.selectSingleNode("//SEARCHREQUEST/PARAMETERS/PROG_CODE").Text

            strCurrLevel = mobjRequest.selectSingleNode("//SEARCHREQUEST/PARAMETERS/LEVEL_CODE").Text

            ' Open read-only recordset of minimum student data required to build a person object

            Set rsStudents = New Recordset

            rsStudents.LockType = adLockReadOnly

            rsStudents.CursorType = adOpenStatic

            rsStudents.open "SELECT stmbiogr.forename, stmbiogr.surname, stmbiogr.student_id " & _

                "FROM stmbiogr WHERE (((stmbiogr.student_id)='" & strStudentID & "'));", cnStudents, adOpenStatic

            ' Build Person object

            strDataTag = "<SOURCEDID><SOURCE>QLS</SOURCE><ID>" & Trim(rsStudents!student_id) & "</ID></SOURCEDID>" & _

                "<NAME><FN>" & Trim(rsStudents!forename) & " " & Trim(rsStudents!surname) & "</FN></NAME>"

            strDataTag = "<PERSON>" & strDataTag & "</PERSON>"

            ' Open read-only recordset of student's modules and their assessment components

            Set rsModules = New Recordset

            rsModules.LockType = adLockReadOnly

            rsModules.CursorType = adOpenStatic

            rsModules.open "SELECT stmaos.aos_code, stcsessd.full_desc AS aos_short_desc, stahemog.orig_grade, stahemog.final_grade, stahestr.assessment_id, stahestr.grade, stahestr.mark, stahestr.override_grade " & _

                "FROM ((((stmaos INNER JOIN stcsttyp ON stmaos.aos_code = stcsttyp.aos_code) LEFT JOIN stahemog ON (stmaos.student_id = stahemog.student_id) AND (stmaos.aos_period = stahemog.aos_period) " & _

                "AND (stmaos.aos_code = stahemog.aos_code) AND (stmaos.acad_period = stahemog.acad_period)) LEFT JOIN stahestr ON (stmaos.aos_period = stahestr.aos_period) AND (stmaos.aos_code = stahestr.aos_code) " & _

                "AND (stmaos.student_id = stahestr.student_id) AND (stmaos.acad_period = stahestr.acad_period)) INNER JOIN stmaos AS stmaos_1 ON (stmaos.procd_link = stmaos_1.aos_period) AND (stmaos.aoscd_link = stmaos_1.aos_code) " & _

                "AND (stmaos.stage_ind = stmaos_1.stage_ind) AND (stmaos.acad_period = stmaos_1.acad_period) AND (stmaos.student_id = stmaos_1.student_id)) INNER JOIN stcsessd ON (stmaos.aos_period = stcsessd.aos_period) " & _

                "AND (stmaos.acad_period = stcsessd.acad_period) AND (stmaos.aos_code = stcsessd.aos_code) " & _

                "WHERE (((stmaos.student_id) = '" & strStudentID & "') And ((stcsttyp.aos_type) = 'M') And ((stmaos.raoscd_link) = '" & strCurrProgramme & "') And ((stmaos_1.procd_link) = '" & strCurrLevel & "')) " & _

                "ORDER BY stmaos.aos_code, stahestr.assessment_id;", cnStudents

            If Not rsModules.EOF Then

                Do Until rsModules.EOF

                    ' Process each module assessment component

                    If strCurrModule <> rsModules!aos_code Then

                        If strCurrModule <> "" Then

                            ' Complete processing for previous module

                            ' Complete member tag for previous module and add to other membership elements

                            strIMSMemberTag = strIMSMemberTag & "</VALUES><RESULT>" & strModuleGrade & "</RESULT>" & _

                                "<COMMENTS>" & strModuleOutcome & "</COMMENTS></FINALRESULT></MEMBER></MEMBERSHIP>"

                            strIMSMembershipTags = strIMSMembershipTags & strIMSMemberTag

                        End If

                        ' Process new module

                        strCurrModule = rsModules!aos_code

                        ' Add group element for new module

                        strIMSModuleGroupTag = "<GROUP><SOURCEDID><SOURCE>QLS</SOURCE><ID>" & Trim(strCurrModule) & "</ID></SOURCEDID>" & _

                            "<GROUPTYPE><TYPEVALUE level=""M""/></GROUPTYPE><DESCRIPTION><SHORT>" & ConvertToValidXMLText(Trim(rsModules!aos_short_desc)) & "</SHORT></DESCRIPTION></GROUP>"

                        ' Append group element to other group elements

                        strIMSModuleGroupTags = strIMSModuleGroupTags & strIMSModuleGroupTag

                        ' Add membership element for new module

                        strIMSMemberTag = "<MEMBERSHIP><SOURCEDID><SOURCE>QLS</SOURCE><ID>" & Trim(strCurrModule) & "</ID></SOURCEDID>"

                        strIMSMemberTag = strIMSMemberTag & "<MEMBER><SOURCEDID><SOURCE>QLS</SOURCE><ID>" & Trim(strStudentID) & "</ID></SOURCEDID>"

                        strIMSMemberTag = strIMSMemberTag & "<IDTYPE idtype=""" & gIMS_IDType.Person & """/><ROLE transaction=""" & gIMS_RecStatus.Update & """ roletype=""" & gIMS_ROLETYPE_LEARNER & """><STATUS>" & gIMS_Status.Active & "</STATUS></ROLE>"

                        strIMSMemberTag = strIMSMemberTag & "<FINALRESULT><VALUES listrange=""" & gIMS_ValueType.List & """>"

                    End If

                    ' Get module grade achieved

                    If Not IsNull(rsModules!final_grade) Then

                        ' Use final grade if one exists

                        strModuleGrade = Trim(rsModules!final_grade)

                    Else

                        ' Use original grade

                        If Not IsNull(rsModules!orig_grade) Then

                            strModuleGrade = Trim(rsModules!orig_grade)

                        Else

                            strModuleGrade = ""

                        End If

                    End If

                    ' Determine module outcome

                    If strModuleGrade = "" Then

                        strModuleOutcome = ""

                    ElseIf strModuleGrade = "F" Then

                        strModuleOutcome = "Fail"

                    ElseIf strModuleGrade = "S" Then

                        strModuleOutcome = "Defer"

                    ElseIf strModuleGrade = "U" Then

                        strModuleOutcome = ""

                    Else

                        strModuleOutcome = "Pass"

                    End If

                    ' Determine module component result

                    If rsModules!override_grade <> "" Then

                        ' Use module component override grade

                        strModuleComponentResult = Trim(rsModules!override_grade)

                    ElseIf rsModules!grade <> "" Then

                        ' Use module component grade

                        strModuleComponentResult = Trim(rsModules!grade)

                    Else

                        ' Use module component mark

                        If IsNull(rsModules!mark) Then

                            strModuleComponentResult = ""

                        ElseIf rsModules!mark = 0 Then

                            strModuleComponentResult = "0"

                        Else

                            strModuleComponentResult = CStr(Int(((rsModules!mark / 1000) + 0.5)))

                        End If

                    End If

                    ' Append module component result to membership elements

                    strIMSMemberTag = strIMSMemberTag & "<LIST>" & strModuleComponentResult & "</LIST>"

                    rsModules.MoveNext

                Loop

                ' Complete member tag for last module processed and add to other membership elements

                strIMSMemberTag = strIMSMemberTag & "</VALUES><RESULT>" & strModuleGrade & "</RESULT>" & _

                    "<COMMENTS>" & strModuleOutcome & "</COMMENTS></FINALRESULT></MEMBER></MEMBERSHIP>"

                strIMSMembershipTags = strIMSMembershipTags & strIMSMemberTag

            End If

            ' Append group and membership elements to person element

            strDataTag = strDataTag & strIMSModuleGroupTags & strIMSMembershipTags

    End Select

Exit_ProcessDataQuery:

    ' Close open recordsets

    If mstrSearchNumber = SEARCH_STUDENT_MODULES_00 Or mstrSearchNumber = SEARCH_STUDENT_MODULES_01 Or mstrSearchNumber = IMS_SEARCH_STUDENT_MODULES Then

        ' Close open programme sessions recordset

        Set rsProgSessions = Nothing

        If blnHasProgrammeData Then

            ' Close open modules recordset

            Set rsModules = Nothing

        End If

    End If

    If mstrSearchNumber <> (SEARCH_STUDENT_MODULES_00 Or SEARCH_STUDENT_MODULES_01 Or SEARCH_ASSESSMENTS) Then

        ' Close open students recordset

        Set rsStudents = Nothing

    End If

    If mstrSearchNumber = SEARCH_ASSESSMENTS Then

        ' Close open programmes recordset

        Set rsProgrammes = Nothing

        If blnHasProgrammeData Then

            ' Close open levels and modules recordsets

            Set rsLevels = Nothing

            Set rsModules = Nothing

        End If

    End If

    If mstrSearchNumber = SEARCH_ASSESSMENT_MODULE_COMPONENTS Or mstrSearchNumber = IMS_SEARCH_ASSESSMENTS Then

        ' Close open modules recordset

        Set rsModules = Nothing

    End If

    ' Close database connection

    Set cnStudents = Nothing

    If Not mblnIMSQuery Then

        ' Add data element start and finish tags

        strDataTag = "<DATA>" & strDataTag & "</DATA>"

    Else

        ' Add IMS Enterprise header

        strDataTag = "<ENTERPRISE><PROPERTIES><DATASOURCE>QLS</DATASOURCE><TARGET>MLE</TARGET><TYPE>Query</TYPE>" & _

            "<DATETIME>" & Format(Date, gIMS_DATE_FORMAT) & "</DATETIME></PROPERTIES>" & strDataTag & "</ENTERPRISE>"

    End If

    ProcessDataQuery = strDataTag

    Exit Function

Err_ProcessDataQuery:

    HandleRunTimeError

End Function

Private Sub Class_Initialize()

' Initialises Message class variables

    ' Associate XML data validation schema with input message variable

    Set mobjRequest = New DOMDocument40

    Set mobjRequest.schemas = gobjRequestSchema

End Sub

Public Sub ProcessInput()

' Processes the input message received by the database broker.

' The message is firstly validated against a specified XML schema.  If the

' message is accepted as valid, a pre-defined SQL query is run against the

' database with the resultant data packaged into a specified XML format

' and returned to the client that initiated the data request.  If the

' message is invalid, a diagnostic response is returned to the client.

    Dim strResponseParam As String

    strResponseParam = ""

    ' Determine if the input received forms a valid data request

    strResponseParam = ValidateInput(gstrInputData)

    If Not (strResponseParam = "") Then

        ' Invalid request - return diagnostic response to the client

        MakeResponse strResponseParam

        Exit Sub

    End If

    ' Valid request - proceed and get the requested data from the database

    strResponseParam = ProcessDataQuery()

    ' Return data response to the client

    MakeResponse strResponseParam

End Sub

Private Function ValidateInput(strInputData As String) As String

' Parses the input message against an XML schema to ensure that the

' messages' structure and content are valid according to the messaging

' protocol being used.

    ' Ensure that the XML parser also validates the XML as well as loading it

    mobjRequest.validateOnParse = True

    ' Ensure that the XML is fully loaded before continuing program execution

    mobjRequest.async = False

    ' Parse the input against request XML schema

    mobjRequest.loadXML (strInputData)

    ' Check if the input parsed successfully

    If mobjRequest.parseError.errorCode <> 0 Then

        ' Input not parsed correctly - build a diagnostic response message

        ValidateInput = HandleDiagnostic(XML_PARSE_ERROR)

        Exit Function

    End If

    ' Extract the messages' session id and database search number

    mstrSessionID = mobjRequest.selectSingleNode("//SEARCHREQUEST/SESSIONID").Text

    mstrSearchNumber = CSng(mobjRequest.selectSingleNode("//SEARCHREQUEST/SEARCHNUMBER").Text)

    ValidateInput = ""

End Function

Private Function HandleDiagnostic(intDiagnosticCode As Integer, Optional strStudentNumber As String) As String

' Builds a diagnostic message to be returned to the client from which the

' input message was sent.  Diagnostic messages are defined in the current version of the

' MLE-QLS messaging protocol.

    Dim strDiagnosticTag As String

    Dim strDiagnosticDesc As String

    Select Case intDiagnosticCode

        Case XML_PARSE_ERROR

            strDiagnosticDesc = mobjRequest.parseError.reason

        Case STUDENT_NOT_ON_QLS

            strDiagnosticDesc = "No record of student " & strStudentNumber & " on QLS"

        Case QLS_CONNECTION_ERROR

            strDiagnosticDesc = "Cannot connect to the " & GetDBDescription() & " database"

    End Select

    ' Create diagnostic element of XML response

    strDiagnosticTag = "<DIAGNOSTIC><DIAGNOSTICCODE>" & intDiagnosticCode & "</DIAGNOSTICCODE><DIAGNOSTICMESSAGE>" & strDiagnosticDesc & "</DIAGNOSTICMESSAGE></DIAGNOSTIC>"

    HandleDiagnostic = strDiagnosticTag

End Function

Private Sub MakeResponse(strResponseParam As String)

' Prefixes header information to the response message and returns the

' message to the client from whichthe original input message was received.

    Dim strResponse As String       ' Response message

    ' Build response message

    If Not mblnIMSQuery Then

        ' Add message header defined by the current MLE-QLS protocol

        If GetResponseDTDFile() = "" Then

            ' Don't include a DTD reference

            strResponse = "<MLE><SEARCHRESPONSE><SESSIONID>" & _

                mstrSessionID & "</SESSIONID><SEARCHNUMBER>" & _

                mstrSearchNumber & "</SEARCHNUMBER>" & strResponseParam & _

                "</SEARCHRESPONSE></MLE>"

        Else

            ' Include a reference to a DTD file

            strResponse = "<?xml version=""1.0"" ?><!DOCTYPE MLE SYSTEM """ & GetResponseDTDFile() & """><MLE><SEARCHRESPONSE><SESSIONID>" & _

                mstrSessionID & "</SESSIONID><SEARCHNUMBER>" & _

                mstrSearchNumber & "</SEARCHNUMBER>" & strResponseParam & _

                "</SEARCHRESPONSE></MLE>"

        End If

    Else

        ' Add IMS Enterprise message header

        strResponse = "<?xml version=""1.0"" ?><!DOCTYPE ENTERPRISE SYSTEM """ & GetIMSResponseDTDFile() & """>" & strResponseParam

    End If

    ' Append a newline character to the response

    strResponse = strResponse & vbNewLine

    Server.lstReceived.AddItem "Response sent on socket - " & gintSocketID

    ' Send response to the client

    Server.wskWinsock1(gintSocketID).SendData strResponse

End Sub

Private Function IsStudentOnQLS(cnQLSConnection As Connection, strStudentNumber As String) As Boolean

' Uses a specified QLS connection to check if a student with the student id supplied actually

' exists on the QLS database.

    Dim rsStudentCheck As Recordset

    Set rsStudentCheck = New Recordset

    With rsStudentCheck

        ' Open recordset containing specified student id

        .open "SELECT stmbiogr.student_id FROM stmbiogr WHERE student_id = '" & strStudentNumber & "';", cnQLSConnection

        If .EOF Then

            ' Student with specified id doesn't exist on QLS database

            IsStudentOnQLS = False

        Else

            ' Student with specified id exists on QLS database

            IsStudentOnQLS = True

        End If

        .Close

        Set .ActiveConnection = Nothing

    End With

End Function

basServer.bas

' File:         basServer.bas

' Description:  Library of MLE database broker application functions

' Author:       A. Glover

' Date:         March 2002

Option Explicit

'*************** Application version dependent settings ***************

' Live, Test or Angel version of the application

Public Const gBROKER_TYPE As String = "Test"

'**********************************************************************

' Application settings file

Public Const gCONFIG_FILE As String = "Config.mdb"

' Database providers

Public Const DB_PROVIDER_SQL_SERVER = "SQLOLEDB"

Public Const DB_PROVIDER_ACCESS_2000 = "Microsoft.Jet.OLEDB.4.0"

' IMS Enterprise standard date format

Public Const gIMS_DATE_FORMAT = "yyyy-mm-dd"     ' ISO8601 standard date/time format

' IMS Enterprise data object constants and enumerated types

Public Const gIMS_ROLETYPE_LEARNER = "01"

Public Const gIMS_ROLETYPE_MEMBER = "04"

Public Enum gIMS_RecStatus

    Add = 1

    Update = 2

    Delete = 3

End Enum

Public Enum gIMS_Status

    Inactive = 0

    Active = 1

End Enum

Public Enum gIMS_IDType

    Person = 1

    Group = 2

End Enum

Public Enum gIMS_ValueType

    List = 0

    Range = 1

End Enum

Public Enum gIMS_Restrict

    No = 0

    Yes = 1

End Enum

' QLS field decode codes

Private Const QLS_ETHNIC_ORIGIN_MAPPING_ID As Long = 20000215

Private Const QLS_REGISTERED_DISABLED_MAPPING_ID As Long = 10000212

Private Const QLS_DISABILITY_MAPPING_ID As Long = 20000211

' Windows DLL references

Private Declare Function FindWindow Lib "user32" Alias _

        "FindWindowA" (ByVal lpClassName As String, ByVal _

        lpWindowName As String) As Long

' Array holding status information about each socket

Public garrSockets() As udtSocketStatus

' IP addresses of valid clients

Public garrClients() As String

' User-defined type showing the status of each socket

Public Type udtSocketStatus

    blnConnected As Boolean     ' Is the socket connected to a client?

    uclMessage As Message       ' Input message class instance

End Type

' Host machine dependent variables

Private mlngLocalPort As Long

Private mstrResponseDTDFile As String

Private mstrIMSResponseDTDFile As String

Private mstrRequestSchemaFile As String

Private mblnBrokerVisible As Boolean

Private mintMaxConnections As Integer

Private mstrSSLTunnelName As String

Private mstrSSLTunnelStartupFile As String

' Database connection variables

Private mstrDBName As String

Private mstrDBSource As String

Private mstrDBUserID As String

Private mstrDBPassword As String

Private mstrDBDescription As String

Private mstrDBProvider As String

' Current QLS academic session

Private mstrCurrSession As String

' XML schema to validate data received by the application

Public gobjRequestSchema As XMLSchemaCache40

Public Sub HandleRunTimeError()

' Displays an error message in response to any run-time errors encountered

On Error GoTo Err_HandleRunTimeError

    MsgBox Err.Number & " : " & Err.Description

Exit_HandleRunTimeError:

    Exit Sub

Err_HandleRunTimeError:

    Resume Exit_HandleRunTimeError

End Sub

Public Function ConvertToValidXMLText(varInputXMLText As Variant) As String

' Converts a text string into a string that is XML valid by replacing illegal

' XML characters with their encoded representations

    Dim strInputXMLText As String

    If IsNull(varInputXMLText) Then

        strInputXMLText = ""

    Else

        strInputXMLText = CStr(varInputXMLText)

        ' Check for illegal XML characters in input string

        strInputXMLText = ReplaceText(strInputXMLText, "&", "&amp;")

        strInputXMLText = ReplaceText(strInputXMLText, "<", "&lt;")

        strInputXMLText = ReplaceText(strInputXMLText, ">", "&gt;")

        strInputXMLText = ReplaceText(strInputXMLText, "'", "&apos;")

        strInputXMLText = ReplaceText(strInputXMLText, """", "&quot;")

    End If

    ' Returns the XML compliant parsed text

    ConvertToValidXMLText = strInputXMLText

End Function

Public Function ReplaceText(strInputText, strSearchText, strReplaceText) As String

' Takes some text as input and replaces all occurrences of one string with another

    Dim blnSearching As Boolean             ' Flag to show if still searching text

    Dim lngSearchTextPosition As Long       ' Position of search string within text

    Dim lngStartPosition As Long            ' Position in text to start searching from

    blnSearching = True

    lngStartPosition = 1

    Do Until blnSearching = False

        ' Look for search string within text

        lngSearchTextPosition = InStr(lngStartPosition, strInputText, strSearchText)

        If lngSearchTextPosition = 0 Then

            ' No further occurrences of search string

            blnSearching = False

        Else

            ' Replace search string with replacement string

            strInputText = Left(strInputText, lngSearchTextPosition - 1) & _

                strReplaceText & Mid$(strInputText, lngSearchTextPosition + 1)

            lngStartPosition = lngSearchTextPosition + 1

        End If

    Loop

    ReplaceText = strInputText

End Function

Public Function GetEthnicOriginDesc(strOriginCode As String, cnDBConnection As Connection) As String

' Takes a QLS ethnic origin code and uses the specified database connection to

' retrieve its associated description

    Dim strOriginDesc As String

    Dim cntemp As Connection

    Dim rsTemp As Recordset

    Set cntemp = cnDBConnection

    Set rsTemp = New Recordset

    ' Open read-only recordset of ethnic origin decode table

    rsTemp.open "SELECT stscmc10.description " & _

        "FROM stscmc10 WHERE (((stscmc10.mapping_id)=" & QLS_ETHNIC_ORIGIN_MAPPING_ID & ") AND ((stscmc10.code)='" & strOriginCode & "'));", cnDBConnection, adOpenStatic, adLockReadOnly, adCmdText

    If Not rsTemp.EOF Then

        ' Get ethnic origin description

        strOriginDesc = Trim(rsTemp!Description)

    End If

    Set rsTemp = Nothing

    Set cntemp = Nothing

    GetEthnicOriginDesc = strOriginDesc

End Function

Public Function GetDMUAwarenessSourceDesc(strSourceCode As String) As String

' Takes a QLS DMU awareness source code, indicating how a student became aware of DMU,

' and returns it's associated description

    Dim strSourceDesc As String

    Select Case strSourceCode

        Case "A"

            strSourceDesc = "Agency"

        Case "C"

            strSourceDesc = "Careers Office"

        Case "E"

            strSourceDesc = "Southern Ireland"

        Case "F"

            strSourceDesc = "Industry"

        Case "H"

            strSourceDesc = "Higher Education"

        Case "I"

            strSourceDesc = "Industry (information only)"

        Case "M"

            strSourceDesc = "Miscellaneous"

        Case "O"

            strSourceDesc = "Overseas"

        Case "S"

            strSourceDesc = "UK School"

    End Select

    GetDMUAwarenessSourceDesc = strSourceDesc

End Function

Public Function GetRegisteredDisabledDesc(strRegDisabCode As String, cnDBConnection As Connection) As String

' Takes a QLS registered disability code and uses the specified database connection to

' retrieve its associated description

    Dim strRegDisabDesc As String

    Dim cntemp As Connection

    Dim rsTemp As Recordset

    Set cntemp = cnDBConnection

    Set rsTemp = New Recordset

    ' Open read-only recordset of registered disablility decode table

    rsTemp.open "SELECT stsctc10.description " & _

        "FROM stsctc10 WHERE (((stsctc10.catalogue_id)=" & QLS_REGISTERED_DISABLED_MAPPING_ID & ") " & _

        "AND ((stsctc10.code)='" & strRegDisabCode & "'));", cnDBConnection, adOpenStatic, adLockReadOnly, adCmdText

    If Not rsTemp.EOF Then

        ' Get registered disability description

        strRegDisabDesc = Trim(rsTemp!Description)

    End If

    Set rsTemp = Nothing

    Set cntemp = Nothing

    GetRegisteredDisabledDesc = strRegDisabDesc

End Function

Public Function GetDisabilityDesc(strDisabCode As String, cnDBConnection As Connection) As String

' Takes a QLS disability code and uses the specified database connection to

' retrieve its associated description

    Dim strDisabDesc As String

    Dim cntemp As Connection

    Dim rsTemp As Recordset

    Set cntemp = cnDBConnection

    Set rsTemp = New Recordset

    ' Open read-only recordset of disability decode table

    rsTemp.open "SELECT stscmc10.description " & _

        "FROM stscmc10 WHERE (((stscmc10.mapping_id)=" & QLS_DISABILITY_MAPPING_ID & ") " & _

        "AND ((stscmc10.code)='" & strDisabCode & "'));", cnDBConnection, adOpenStatic, adLockReadOnly, adCmdText

    If Not rsTemp.EOF Then

        ' Get disability description

        strDisabDesc = Trim(rsTemp!Description)

    End If

    Set rsTemp = Nothing

    Set cntemp = Nothing

    GetDisabilityDesc = strDisabDesc

End Function

Public Function GetStudentStatusDesc(strStatusCode As String) As String

' Takes a QLS student status code and returns it's associated description

    Dim strStatusDesc As String

    Select Case strStatusCode

        Case "C"

            strStatusDesc = "Channel I / IoM"

        Case "E"

            strStatusDesc = "E.U."

        Case "H"

            strStatusDesc = "Home"

        Case "N"

            strStatusDesc = "Not Known"

        Case "O"

            strStatusDesc = "Overseas"

    End Select

    GetStudentStatusDesc = strStatusDesc

End Function

Public Sub SetBrokerVariables(strLocalIP As String)

' Retrieves application environment settings from an external

' application configuration database.

    Dim cnConfigDB As Connection

    Dim rstSettings As Recordset

    Dim rstBrokerClients As Recordset

    Dim strConfigDBFile As String

    Dim intNumValidClients As Integer

    Dim intIndex As Integer

    ' Get path of config database

    strConfigDBFile = App.Path & "\" & gCONFIG_FILE

    Set cnConfigDB = New Connection

    Set rstSettings = New Recordset

    ' Connect to config database

    With cnConfigDB

        .Provider = DB_PROVIDER_ACCESS_2000

        .ConnectionString = "Data Source=" & strConfigDBFile & ";Persist Security Info=False;Jet OLEDB:Database Password=le1sure;"

        .open

    End With

    With rstSettings

        ' Open recordset of settings for the specified type of broker

        .open "SELECT BrokerHosts.IP, BrokerTypes.Type, Brokers.LocalPort, Brokers.ResponseDTDFile, BrokerHosts.IMSResponseDTDFile, BrokerHosts.RequestSchemaFile, BrokerHosts.BrokerVisible, BrokerHosts.MaxConnections, Databases.Name AS DB_Name, Databases.Source AS DB_Source, Databases.UserID AS DB_UserID, Databases.Password AS DB_UserPassword, Databases.Description AS DB_Description, Databases.Provider AS DB_Provider, BrokerTypes.SSLTunnelName, BrokerTypes.SSLTunnelStartupFile " & _

            "FROM BrokerHosts INNER JOIN (Databases INNER JOIN (BrokerTypes INNER JOIN Brokers ON BrokerTypes.ID = Brokers.BrokerID) ON Databases.DatabaseID = Brokers.DatabaseID) ON BrokerHosts.IP = Brokers.HostIP " & _

            "WHERE (((BrokerHosts.IP)='" & strLocalIP & "') AND ((BrokerTypes.Type)='" & gBROKER_TYPE & "'));", cnConfigDB, adOpenDynamic

        ' Set local port on which the broker listens for client connection requests

        mlngLocalPort = !LocalPort

        ' Sets the file name of the DTD file used with MLE-QLS protocol format messages

        If Not IsNull(!ResponseDTDFile) Then

            mstrResponseDTDFile = !ResponseDTDFile

        End If

        ' Sets the file name of the DTD file used with IMS Enterprise format messages

        If Not IsNull(!IMSResponseDTDFile) Then

            mstrIMSResponseDTDFile = !IMSResponseDTDFile

        End If

        ' Sets the file name of the XML schema used to validate the input messages received by the broker

        If Not IsNull(!RequestSchemaFile) Then

            mstrRequestSchemaFile = !RequestSchemaFile

        End If

        ' Set whether or not the application should be visible on the desktop of its host machine

        mblnBrokerVisible = !BrokerVisible

        ' Set the maximum number of simultaneously open client connections

        mintMaxConnections = !MaxConnections

        ' Initialise array of sockets based on number of permitted clients

        ReDim garrSockets(mintMaxConnections)

        ' Set the name of the database to connect to

        If Not IsNull(!DB_Name) Then

            mstrDBName = !DB_Name

        End If

        ' Set the location of the database

        If Not IsNull(!DB_Source) Then

            mstrDBSource = !DB_Source

        End If

        ' Set the user id to be used to connect to the database

        If Not IsNull(!DB_UserID) Then

            mstrDBUserID = !DB_UserID

        End If

        ' Set the password to be used to connect to the database

        If Not IsNull(!DB_UserPassword) Then

            mstrDBPassword = !DB_UserPassword

        End If

        ' Set the descriptive name of the database

        If Not IsNull(!DB_Description) Then

            mstrDBDescription = !DB_Description

        End If

        ' Set the database provider

        If Not IsNull(!DB_Provider) Then

            mstrDBProvider = !DB_Provider

        End If

        ' Set the name of the SSL tunnel to be used by the application

        If Not IsNull(!SSLTunnelName) Then

            mstrSSLTunnelName = !SSLTunnelName

        End If

        ' Set the file name of the file used to initiate the application's SSL tunnel

        If Not IsNull(!SSLTunnelStartupFile) Then

            mstrSSLTunnelStartupFile = !SSLTunnelStartupFile

        End If

        .Close

    End With

    Set rstBrokerClients = New Recordset

    With rstBrokerClients

        ' Open recordset of valid clients IP's that the broker can accept messages from

        .open "SELECT ClientIP FROM ValidBrokerClients " & _

            "WHERE HostIP = '" & strLocalIP & "' AND Type ='" & gBROKER_TYPE & "';", cnConfigDB

        ' Determine number of items to hold in array of valid client IP's

        intNumValidClients = 0

        .MoveFirst

        Do Until .EOF

            intNumValidClients = intNumValidClients + 1

            .MoveNext

        Loop

        ' Create array

        ReDim garrClients(intNumValidClients)

        ' Populate array

        intIndex = 0

        .MoveFirst

        Do Until .EOF

            garrClients(intIndex) = !ClientIP

            intIndex = intIndex + 1

            .MoveNext

        Loop

        .Close

    End With

    Set rstSettings = Nothing

    Set rstBrokerClients = Nothing

    Set cnConfigDB = Nothing

    ' Determine the current academic session year

    'SetCurrentSession

End Sub

Public Function GetBrokerVisibility() As Boolean

' Gets whether or not the application should be visible on the desktop of its host machine

    GetBrokerVisibility = mblnBrokerVisible

End Function

Public Function GetResponseDTDFile() As String

' Gets the file name of the DTD file used with MLE-QLS protocol format messages

    GetResponseDTDFile = mstrResponseDTDFile

End Function

Public Function GetRequestSchemaFile() As String

' Gets the file name of the XML schema used to validate the input messages received by the broker

    GetRequestSchemaFile = mstrRequestSchemaFile

End Function

Public Function GetIMSResponseDTDFile() As String

' Gets the file name of the DTD file used with IMS Enterprise format messages

    GetIMSResponseDTDFile = mstrIMSResponseDTDFile

End Function

Public Function GetLocalPort() As Long

' Gets the local port on which the broker listens for client connection requests

    GetLocalPort = mlngLocalPort

End Function

Public Function GetMaxConnections() As Integer

' Gets the maximum number of simultaneously open client connections

    GetMaxConnections = mintMaxConnections

End Function

Public Function GetDBName() As String

' Gets the name of the database to connect to

    GetDBName = mstrDBName

End Function

Public Function GetDBSource() As String

' Gets the location of the database

    GetDBSource = mstrDBSource

End Function

Public Function GetDBUserID() As String

' Gets the user id to be used to connect to the database

    GetDBUserID = mstrDBUserID

End Function

Public Function GetDBPassword() As String

' Gets the password to be used to connect to the database

    GetDBPassword = mstrDBPassword

End Function

Public Function GetDBDescription() As String

' Gets the descriptive name of the database

    GetDBDescription = mstrDBDescription

End Function

Public Function GetSSLTunnelName() As String

' Gets the name of the SSL tunnel to be used

    GetSSLTunnelName = mstrSSLTunnelName

End Function

Public Function GetSSLTunnelStartupFile() As String

' Gets the file name of the file used to initiate the application's SSL tunnel

    GetSSLTunnelStartupFile = mstrSSLTunnelStartupFile

End Function

Public Function GetCurrentSession() As String

' Gets the current academic session year

    GetCurrentSession = mstrCurrSession

End Function

Public Function GetDBProvider() As String

' Gets the database's provider, which indicates the type of database to connect to

    GetDBProvider = mstrDBProvider

End Function

Public Function DBConnect() As Connection

' Uses variables retrieved from the application's configuration

' settings database to create a connection to the specified database

On Error GoTo Err_DBConnect

    Dim cntemp As Connection

    Set cntemp = New Connection

    ' Use database connection variables to create ADO connection to specified database

    With cntemp

        .Provider = GetDBProvider()

        ' Determine connection parameters based on type of database being connected to

        Select Case .Provider

            Case DB_PROVIDER_SQL_SERVER

                .ConnectionString = "User ID=" & GetDBUserID() & ";Password=" & GetDBPassword() & ";Data Source=" & GetDBSource() & ";Initial Catalog=" & GetDBName()

            Case DB_PROVIDER_ACCESS_2000

                .ConnectionString = "Data Source=" & GetDBSource() & ";Persist Security Info=False;Jet OLEDB:Database Password=" & GetDBPassword() & ";"

        End Select

        .open

    End With

    Set DBConnect = cntemp

    Set cntemp = Nothing

Exit_DBConnect:

    Exit Function

Err_DBConnect:

    Set DBConnect = cntemp

    Set cntemp = Nothing

End Function

Public Sub SetCurrentSession()

' Sets a module-level variable holding the current QLS academic session year

    Dim cnCurrSession As Connection

    Dim rsCurrSession As Recordset

    Set cnCurrSession = New Connection

    Set cnCurrSession = DBConnect()     ' Connect to specified QLS database

    Set rsCurrSession = New Recordset

    rsCurrSession.LockType = adLockReadOnly

    ' Open recordset containing the current academic session

    rsCurrSession.open "SELECT stsacper.acad_period FROM stsacper WHERE (((stsacper.current_yn)=-1));", cnCurrSession

    ' Set current academic session module-level variable

    mstrCurrSession = Trim(rsCurrSession!acad_period)

    Set rsCurrSession = Nothing

    Set cnCurrSession = Nothing

End Sub

Public Sub OpenSSLTunnel()

' Opens an SSL tunnel specified in the application's configuration

' settings database

    Dim strSSLTunnelStartupCommand As String

    Dim lngWhd As Long

    ' Create a handle to the specfied SSL tunnel

    lngWhd = FindWindow(vbNullString, GetSSLTunnelName())

    If lngWhd = 0 Then

        ' Start specified SSL tunnel

        strSSLTunnelStartupCommand = "cmd.exe /c " & App.Path & "\" & _

            GetSSLTunnelStartupFile()

        Shell (strSSLTunnelStartupCommand), vbMinimizedNoFocus

    End If

End Sub
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